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Abstract. In this paper we will go through different algebraic problems.
Here are presented authentication, secrecy and untraceability attacks. Many
vulnerability of different protocols have not been published, starting from this
aspect, the paper will demonstrate some attacks making references to other
wrong protocols. Malicious persons, executing different attacks, are abusing
the characteristics of operators which are engaged by the protocols.
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1. Introduction

Radio Frequency Identification (RFID) is expected to become a valuable
key technology in supply chain management, because it has a large potential
to save costs. When we concentrate to prove the security of cryptographic
protocols, we need to take in considerations the fact that is based on formal
languages, considering that protocol messages will be on a high level of ab-
straction, therefore missing the implementation details. This paper presents
different algebraic verification methods which from my personal point of view
represents a combination of two aspects presented above. Here we see the
evaluation process of the security of protocols by taking into consideration the
free term algebra which is generated by the messages that were exchanged be-
tween the most important protocols and acted on by the standard proposed by
DolevYao adversary [1]. This article takes into considerations cryptographic
primitives, such as hash functions and encryptions to be perfectly. When we
are referring to the computational aspect, we focus on how much information
is compromised by the security flaw through terms in which operators with
algebraic properties are applied.
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This study wont focus on proving protocols that are secure; the primary
goal is to study and understand how the properties of algebraic operators
and functions can be used in communication protocols to identify the reason
that can make these protocols go wrong, and also to achieve the security tar-
gets. Following this goal, the paper presents three categories of vulnerabilities
discovered by the state of the art and analysing recently published RFID pro-
tocols. Investigating the algebraic characteristics can be a very useful tool in
discovering vulnerabilities in RFID protocols. The resource constraints im-
posed on RFID tags have led to a congestion of proposals for protocols engage
XOR, cyclic redundancy check functions, modular addition, and custom-made
hash like functions. Trying to demonstrate that all such protocols are secure
using a computational security model is boring and cannot be justified, because
a significant and important number of protocols that were proposed turn out
to be wrong. Automated tools, based on formal methods boarding currently,
fail to verify the security of the most protocols, because they cannot verify
some of the desired security characteristics, such as untraceability of tags, or
don‘t consider flaws related to partial leakage of keys. While our boarding is
not automatic in general, the automatic detection process of attacks will need
to become necessary in the anticipated future. The types of attacks presented
in this paper are what we call algebraic continuation attacks. The targets of
the challenge-response mechanism in authentication protocols are mentioned in
Section 3, attribute acquisition attacks on untraceability of tags are mentioned
in Section 4, and cryptanalytic attacks on secrecy of keys and tag identities
presented in Section 5.

2.State of the art

2.1. Notations and conventions

A reader will take into consideration the actual RFID reader as the same as
the potential database or server communicating with the reader, because in all
protocols that we consider, the communication is done over a secure channel.
An agent can have two identities, a tag or a reader, while a role refers to the
protocol steps a tag or reader is expected to carry out. A run represent the
execution of a role by an agent. For our intuition and convenience, we‘ll make a
reference to different specific attacks which take place on protocols as quality-
time attacks. These are attacks in which the adversary interacts with a tag in
absence of a sincerely or trusted RFID reader. The point of such attack is to
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send very carefully challenges to the tag with the scope to obtain different types
of vital information and which later will play the role of a reader or the tag,
trace the tag or to attack any other type of security requirement of a protocol.
The quality-time attacks are very common in the mobile and wireless natural
structure of RFID tags. The attacks can be realized on tags that happen to
be in the neighbourhood of an adversary for a short period of time or on tags
where the attacker is able to isolate them from their nature for an extended
period of time. In this study the things are simplified for presentation of
protocols whenever is possible by leaving out the non-important steps, terms,
and communication. The description gives enough to reconstruct the attacks
on the original protocols. When we are discussing about the non-possibility of
traceable property of a protocol, we understand the fact that the tags cannot
be traceable. For the readers comfort, is very important how the describing
protocol is done. For example, we frequently use the following notations:

1. k for a shared secret key;

2. h for hash functions;

3. r1, . . . , rn for nonce;

4. ID when we refer to tags ID.

There will be some special cases when additional and variables are needed, and
then we use the notation proposed by the authors of the protocol. When an
attack is composed of several runs, the terms used in a second run are primed.
In this article I have decided to represent the protocols in a graphical way using
UML sequence charts, such as in Figure 1. Each message that is shown in the
diagram illustrates the role names, framed near the top of the chart. Above the
role names, the roles secret terms are shown. A box represents actions, such
as nonce generation, computation, and assignments. Arrows which connect
roles represent the messages that are send and are expected to be received
are specified above. An agent will continue its execution process only if it
receives a message according to the specifications. Other conditions that need
to be accomplished are illustrated using a diamond box. For an example, in
Figure 1, the role names are identified by R and T, both are known as k and
ID, which are the secret terms. R will generate the nonce r1 before sending
the first message. When the message is received, T will generate a nonce
and computes the response. The reader will accept the response only if the
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condition of finding the pair k, ID is satisfied; the pair will generate the same
term when the computation process shown is applied to it. The reader will
continue by computing and sending the last message in the case if the response
is accepted.

Fig. 1 Wrong (flawed) authentication protocol

2.2. Security Characteristics and Properties. Adversary Mod-
els

This section starts with the Gavin Lowe‘s study [2], in which he suggest that
,, an appropriate authentication requirement will depend upon the use to which
the protocol is put, and identify several possible definitions of authentication
Gary Lowe. In the article of Lowes authentication hierarchy [2], he takes
into consideration recent aliveness to be the most appropriate authentication
requirement for RFID protocols. Recent aliveness catches the fact that the tag
needs to have generated a message as a result of a readers query. We take into
consideration the notion of untraceability which is defined by Van Deursen et
al. [3] in which they put the accent on the fact that a tag is untraceable if,
for any two protocol that are running, a person cannot tell whether the same
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tag was executing both runs or two different tags were executing the runs. In
the end, terms that cannot be found in the adversarys knowledge are said to
be secret.

3. Attacks on Authentication based on Algebraic Replay

Many studies put the accent on the common way to authenticate RFID tags
by means of the following challenge response mechanism. The RFID reader
sends challenges to the tag using a nonce r1 on which the tag gives a reply
with a term derived from the nonce r1; some information is identifying the tag,
and potentially a nonce r2 is generated by the tag. If present, the nonce r2

serves as the tags challenge to the reader in mutual authentication protocols
or as a blinding term to obtain tag untraceability. We can represent the tags
reply to the readers challenge as the pair r2, g(r1, r2, s) with the understand-
ing that r2 may be constant or empty. The reader verifies the authenticity by
applying the inverse of the function g to the term and checking whether the
response contains r1 and a valid s. If g is a one-way function then the reader
verifies the authenticity of the tag by computing the function g(r1, r2, s) and
comparing it to the received value. The reader can calculate this function,
since it‘s generated by value r1 itself; the value r2 is supplied by the tag, and
the reader has a database with values of s for every tag it may authenticate.
We now argue that the following two properties are necessary in order for the
challenge-response mechanism to guarantee recent aliveness of the tag.[12]
Property For fixed r2 and s the range of the function r1 → g(r1, r2, s) must
be large. More precisely, given r2, s, the adversarys advantage in guessing g(r1,
r2, s) correctly for an unknown, randomly chosen r1 must be negligible.
ARR Let Os(x) be an oracle which upon input x randomly chooses y and
returns y and g(x, y, s). If s is unknown, then given access to a polynomial
number of queries Os(x1),. . . ,Os(xl) to the oracle is not feasible. If the prop-
erty is satisfied, then, as stated, the probability of the adversary guessing g(r1,
r2, s) is negligible. Thus with overwhelming probability, a response r2, g(r1,
r2, s), to the readers challenge r1 must have been generated after the chal-
lenge was sent. This property is obviously necessary for recent aliveness and,
in particular, excludes classic replay attacks. The ARR (algebraic replay
resistance) property guarantees that there is no efficient algorithm to com-
pute a response r2, g(r1, r2, s) to the challenge r1 even after having observed
previous challenge-response pairs. Clearly, an attackers ability to compute
such a response violates recent aliveness and this property is thus necessary
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for it. Such an attack generalizes replay attacks instead of merely replaying
previously observed information; the attacker combines previously obtained
challenge-response pairs to compute the response to a fresh challenge. Hence,
we refer to attacks on challenge-response authentication protocols exploiting
the lack of the ARR property as algebraic replay attacks.
It is obvious that for a function g(r1,r2,s) to have the ARR property, it must
preserve the secrecy of s. Indeed, cryptographic hash functions are frequently
used for the type of challenge-response mechanism considered here. Since the
collision resistance property of cryptographic hash functions does not seem
necessary for the challenge-response mechanism, the question arises whether
all one-way functions satisfy the ARR property and the answer is negative.
It is certainly false for all homomorphic one-way functions. Consider, for in-
stance, the Rabin function, defined by x → x2 mod N for certain composite
integers N. If (r1,r2, s) → g(r1,r2, s) = (r1 r2 s) mod N is a Rabin function,
then given only one challenge-response pair, r1, g(r1,r2, s) it is easy to com-
pute responses for any challenge r‘

1, since g(r‘
1, r2, s) = g(r1, r2, s) · (r‘

1/r1)
2.

Furthermore, even non-homomorphic one-way functions will, in general, not
have the ARR property if their argument has algebraic properties. As demon-
strated in the examples below, there are several protocols that fail to achieve
recent aliveness for this very reason. In these protocols the challenge-response
construction can typically be represented as g(r1,r2, s) = f(n◦ r2,s), where f is
a (non-homomorphic) cryptographic hash function and ◦ denotes an operator
with the following algebraic property. Given a, b, and c, it is easy to find d
with a ◦ b = c ◦ d. This construction clearly does not have the ARR property,
regardless of the properties of f. The algebraic replay attack on such a protocol
works as follows. An adversary observing one execution of the protocol learns
r1, r2, and f(r1 f(r1r2, s) r2,s). When challenged with r‘

1, the adversary finds
r‘
2 such that r1 ◦ r2 = r‘

1 ◦ r‘
2 and replies with r‘

2, f(r1 ◦ r2,s). The attack
succeeds because f(r1 ◦ r2, s) = f(r‘

1 ◦ r‘
2 ,s). Examples of operators ◦ for

which this type of attack succeeds are xor, modular addition, and any associa-
tive operator for which it is easy to compute left inverses.
3.1. Examples of ◦ operators. New attacks

In this section I have introduced the most recent examples of algebraic
replay attacks and also where to be founded. Another important aspect which
is presented in this section is the new attacks.

1. In article [33], Lee et al. describes with many details in Section 4 his
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protocol, which is very vulnerable to an algebraic replay attack in which
an adversary needs to observe three protocol executions or perform a
quality-time attack composed of three queries. The execution of algebraic
replay attack can be solved by a small system equations yielding. This
type of attack has been described first by Bringer et al. [32].

2. The mechanism challenge-response proposed by Chien and Chen [9] is
composing the xor with cyclic redundancy check (CRC). When we have
a challenge r1, the tag will respond with r2,CRC(EPC,r1,r2)⊕k, where
EPC represent a constant which identifies the tag. In the work of Peris-
Lopez et al. [10] is presented the attack on the protocol. We can see
CRC is homomorphism, i.e. CRC(a)⊕CRC(b)= CRC(a⊕b).

The article presents a complete attack on the protocol which is proposed by
Chien and Huang [28], shown in Figure 1 above. As recommendation, the
reader should read the full version of the paper [31] for detailed attacks on the
other protocols. The reader R and tag T share secrets k and ID. The reader
starts by sending a random bit string r1. The tag generates a random string
r2 and hashes the xor of r1, r2, and the secret k. This hash and ID are used
as input for a function in which the ID is rotated by a value depending on
the hash. The tag computes the xor of the rotated ID and the hash, before
sending the left half of the resulting bits and r2 to the reader. The reader
performs the same operations on every pair of ID and k until it finds the cor-
responding tag. It then sends the right half of the corresponding bits to the
tag. To play the role of a tag, it is enough to observe that the tag response
to the readers challenge depends only on r1 ⊕ r2 and a shared secret. The
composition process of functions applied to the xor and shared secret can be
represented by the function f, which we‘ve defined above. So, the adversary
can outcome with a quality-time attack by sending a challenge to a tag with
any r1 to have a valid combination of r1, r2 and Left(ID2 ⊕g̃). These types of
information are enough for the adversary to be able to respond to any future
challenge r‘

1 received from a reader.

4. The LD Protocol Description

The LD protocol [14] has been developed as a mutual authentication protocol
for re-writable RFID tags guaranteeing the unlinkability of tags in supply chain
and not only. Each supply chain consists of a chain of partners, each being
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represented by a reader. Each reader Ri contains a secret ki, as well as the
secret of the next reader k(i+1). In addition, every reader stores the identity c
of each tag that could authenticate. Each tag T contains a pseudonym α that
represents the identity which is temporary. The value of is equal to c ⊕ ki

where ki represents the secret of one of many readers Ri which currently allow
to identify and authenticate the tag.

Fig. 2 RFID protocol for supply chains

As we have figured out the LD protocol is a challenge-response based pro-
tocol. The reader Ri sends a challenge tag T with a nonce r. The next step
consists in calculation of the xor for its current secret α and will challenge r
and respond with the digest of this value. The reader will consider the tag
authentic if he‘ll find a secret c for which h(c ⊕ r ⊕ ki) is equal with the
received response. At this moment, the reader can stop the protocol execution
giving the possibility to authenticate the tag again, in a future communication
process session. We have an alternatively aspect, the reader also can send the
update a = ki ⊕ k(i+1), accompanied by b=h(a ⊕ c ⊕ ki) to the tag. The tag
will then verify if b=h(a⊕ α) and update its secret α by applying xor with a.
By doing this, the owner of tag T will be transferred from the reader Ri to
the reader R(i+1). This protocol is illustrated in Figure 2.
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5.Unlinkability

One negative aspect of the LD protocol is the fact that wasnt designed
to be untraceable, but only unlinkable. It‘s real the fact that a tag will not
introduce any randomness in its response to a query that comes from a reader
which implies that a tag is traceable between key updates. We‘ll see in the
next sections that the protocol will not provide unlinkability either by exhibit-
ing on this property. The discussion on this section is based on the analysis of
LD in [14].

5.1. Attack analysis

The first step is to demonstrate that the protocol doesn‘t satisfy unlinkabil-
ity. For this is enough to present a scenario in which the adversary recognizes
a previously observed tag after the tag that has updated its secret. The prob-
lem is difficult in the case of eavesdropping on a valid authentication session.
Between a tag and a reader, the adversary learns r,h(r⊕ α),a and b. In the end
of the execution, the tag will update its secret by replacing with r‘=r⊕a, to
which the tag will respond with h(r‘ ⊕ α‘). Using a simple algebraic property
of xor, the response will be equal with the previous that we have observed:

h(r‘ ⊕ α‘ ) = h(r⊕ α⊕ a) = h(r ⊕α) (1)

In this context, we refer to the property of xor in equation (1) named as give
up property, because of the evident reasons. In Figure 3 we can see how the
attack is realised. We can assume that a malicious person is not able to get
close enough to a tag while it‘s being updated on a good person‘s premises,
in conclusion unlinkability can be plausibly broken. This way, we may assume
that an adversary can and it is able to eavesdrop on the readers messages.
Furthermore we can assume that the malicious persons can query incoming
and outgoing products while they are outside the restricted area of a good
person. So, the following small extension of the above attack becomes then
very real and plausible in the supply chain scenario. The attacker will generate
a nonce r and will query all incoming products with this value, observing the
readers key-update messages a, b, and query all outgoing tags with a⊕r. Lets
stop again on equation (1) where the eavesdropping on messages from reader
to tag it‘s enough to be able to match the incoming product‘s responses with
(to) the outgoing product‘s responses and thus link the products. We have
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found the same type of flaw in several other protocols. The last message from
the reader to the tag in the protocols in [22, 17, 12] are containing the actual
value in which the tag should update its key. The message can be observed
and used by the adversary to break unlinkability.

Fig. 3 Illustration of Unlinkability Attack

5.2. The weak point in the security proof process

As we can see in [14] section 4.4, we have to take in consideration that the
adversary can choose the same nonce r = r‘ for the challenge before a tag is
updated and after the tag is updated. It is demonstrated that in this case the
adversary cannot link the two responses t=h(r⊕c⊕k) and t‘ = h(r⊕ c‘ ⊕ k‘)
without having any knowledge of the keys. So, setting r = r‘ is not the best
tactic and solution for the adversary. Lets see why:

h(r⊕c⊕k)=h(r‘ ⊕ c‘ ⊕ k‘)
⇐ r⊕c⊕ k = r‘ ⊕ c‘ ⊕ k‘

⇐ r‘ = r⊕ k ⊕ k‘ ∧ c = c‘
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setting r‘=r ⊕ k ⊕ k‘ represents a better choice for the adversary. Remember
that k and k‘ don‘t have keys of successive readers. Only observing the up-
dating process of keys for a chain of readers R,. . .,R‘ that are sending to tags,
the malicious persons can calculate k⊕ . . . ⊕ k‘ = k ⊕ k‘.

5.3. Presenting the Solution

The mistake in the LD protocol which is affecting unlinkability owes itself
to the algebraic property of the xor operator, shown in equation (1). This
mistake may be avoided if the concatenation of the terms that can be found
inside the hash functions is used, instead of the xor operator, if the reader
sends h(a,(c⊕ ki)) instead of b=h(a⊕c⊕ ki), where the comma represent the
concatenation process. This concatenation makes the calculation of the hash
function more expensive for the tag, represent much stronger alternative. Take
into consideration the fact that this improvement reduces the xor give up
attack on unlinkability.

Fig. 4 Illustration of attack on authentication

6. Authentication

As we have presented in the above section, the LD protocol needs to give
the opportunity to have an tag-to-reader authentication, with the purpose of
ensuring that only authentic products are accepted by a good persons reader
and reader-to-tag authentication, with the scope to guarantee that the tags
can only update their keys after the communication with a real and legitimate
reader is done.
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6.1. Attack Analysis

As we have seen in the protocol message the reader sends a, b to the tag,
where a = ki ⊕ k(i+1) and b=h(a⊕ α). We can see that the tag cannot check
the value of a, since ki and k(i+1) are stranger for the tag. The tag verifies
only the fact that the value of b is for real equal with h(a⊕) and then the
possibility of updating its secret α by applying it together with a. We have to
remind the fact that a malicious person can produce a valid combination of a
and b and successfully play the role of a reader. The malicious person sends
a challenge to the tag with the r to obtain h(r⊕) and after this to send a =
r and b=h(r⊕ α) to the tag. After this process is done, the tag will accept a
and b, given the fact that b=h(a ⊕ α)= b = h(r ⊕ α), so the authentication
is broken. We can see the attack states chart in the Figure 4.

6.2. The weak point in the security proof process

The weak point in the LD protocol affect reader-to-tag authentication and
leading to de desynchronization and traceability of tags is that the last mes-
sage is compound and contains information whose integrity the tag cannot
check but which is used to actualize the tags secret. In the demonstration
from section 4.1, from [14] it is argued that in the LD protocol the correct
third message a,h(a ⊕ c ⊕ ki) can only be calculated with knowing of the tags
serial number c and readers key ki.

6.3. Presenting the solution

If we want to break reader-to-tag authentication in LD, the malicious per-
sons uses the advantage of xors give up property, which is presented in the
equation (1), and the fact that the tag cannot check the integrity of the last
message. In section 5.3 we have already gave the solution against the use of
xor. To authenticate a reader, the tag must send a challenge to the reader in
the second message with a nonce value tag created. For this goal there are
several standard mechanisms. If we take a look at the last message of the pro-
tocol, the reader must place the nonce together with all terms whose integrity
needs to be protected inside of the digest function only an authorized person
can create. In the end, the structure of the last message is then m,h(n,m,k),
where m contains the terms on which integrity needs to be protected, n is the
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tag nonce and k represent the common secret.

7. Untraceability Tag Condition

A necessary condition for tag untraceability is that a malicious person, which
has observed a particular tag once, must not be capable to face and recognize
the tag as being the same tag in the future. To be more specific, we call a term,
in which the malicious person can gain from one or more runs of a tag and
which can identify to the malicious person, a unique attribute of the tag. There
is a necessary condition for a tag to be untraceable so that a malicious person
couldn‘t be capable to gain a unique attribute for the tag. The malicious person
should be able to calculate a unique attribute, then we make a reference to the
adversarys steps to arrive at such a term as the attribute acquisition attack. A
very simple and concrete attribute can be found in the protocols where the tag
receives a challenge and answers to that challenge c, challenge that has been
sent by a reader and it‘s only a function f(c, k) which represents the challenge
and a secret k which doesn‘t imply any nonce created by the tag. In this
case, c is under the malicious person‘s control, k represents uniqueness to the
tag, and the malicious person learns f(c, k) after one round of communication
process with the tag. So, for the constant c, chosen by the malicious person,
f(c, k) represents a unique attribute of the tag whose secret is k.

8. Conclusions

Together we have analyzed the simple necessary conditions for authenti-
cation and untraceability and we have studied the information misleading of
the secret terms, discovering the two categories of attacks that have been pub-
lished about RFID protocols. The attack methods presented in this study are
very appropriate for RFID protocols. They take the big advantage of algebraic
properties which give us enough weaknesses for operators and functions which
typically are used in these protocols. The methods that are used in this study
for finding algebraic replay and attribute acquisition attacks are without any
kind of complications and also easily implementable, creating a tool that will
be supported as a verification framework. The tool-supported verification of
secrecy and authentication properties in presence of associative and commuta-
tive operators is already a very active research area. The verification process,
automatically realized for untraceability, will be considered in future work fol-
lowing the procedure outlined in Section 3. An indication for how some of
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the cryptanalytic attacks may be automated can be obtained from the attack
presented in Section 5 and 6. By representing all atomic terms as bit vectors,
the system of equations of atomic terms can be expanded to a larger system
over the finite field of two elements involving the bits of the vectors as vari-
ables. We have identified flaws in the protocol caused by the use of the xor
operator and lack of message integrity verification. We have shown how these
flaws can lead to attacks on authentication, untraceability, unlinkability, and
synchronization of cryptographic key material. This article also described the
consequences that these attacks can have for supply chain partners and we
have given recommendations for improvements of the protocol. This article
doesn‘t suggest, however, that only applying the proposed improvements will
be enough to gain and to have a secure protocol. The design and verification
process of such protocol does not make the goal of this paper but it will be
taken into consideration for future work. In the end, working on this study we
can draw a final conclusions that the attacks presented here underline three
interesting areas with open problems affecting the security of RFID protocols.
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