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We illt,rocluCe a new definition of semantic security.  T1_{1}e new defiIlition is valid against not,

 O11c_{10}^{1}t_{c1va}^{r}c.1_{1}0` Se11- p1aiI1vrsSerand\beta Iica1i,is.
dk_{Sb1}teXtattacefi_{I}1e(uta1again,st,oso,C11(JSeI1111^{-}yCip\iota 
1e\iota\cdot tex\{,attackswC1_{1}osen- IJ1ainteXtatt^{1}aCk . w_{eS\iota^{r_{10}}}^{eo}g_{V}\iota ere_{S}aSt11iina10rle,duetort11at_{S}
ertlantic
security forlnalized by the new definitioll is equivalellt to indistinguisllability for each of chosen‐
 I^{J1ai1text}I attacks,  Ilon- adaI^{J}ti_{Ve} chosen‐ciphertext attacks, alld adaptive  c} 1osen-_{C}ip11ertex\{|attaCks .

1 Introduction

Various llotions of security for public‐key encryption  \iota_{1aV}e been discussed [1, 2, 3, 4, 5, 6, 8, 9]. A
way to define a notioll of secure encryption is by giving a pair of a possible goal  aIld a particular
attack lnodel. The goals are indistinguishability (IND) of encryptions due to Goldwasser and
Micali, referred as polynolnial security [6], non‐malleability  (NM) due to Dolev, Dwork and Naor
[4],  plai_{I}1text awareness  (PA)[2] and one‐wayness  (OW)[5] .  Ch_{oS}eI1-p 1ainteXt attack (CPA),
11011‐adaptive chosell‐cipllertext attack (CCAI) and adaptive chosen‐ciphertext attack (CCA2)
are  I^{JO}p  ular differellt attack lnodels. Tlle llotiolls of IND‐CPA, IND‐CCAI and IND‐CCA2 were
given in [6], [8] alld [9],  res_{p^{e}}t\cdot tively . Tlle notions of NM‐CPA, NM‐CCAI and NM‐CCA2  wel\cdot e

giveIl in [4]. ftelations  arnoI tllese IlotioIls of security were discussed  iI1[1,3,4,5] .
Goldwasser and Micali [6]  prop^{O}Sed two different defillitions,  poly_{I}1OI11ia1 security, referred to

IND‐CPA, alld selnalltic security, alld proved that  t1_{1}e first  Iloti_{oI}1i_{lI1}pliest1_{1}eSeCOI1\mathfrak{c}1 . Micali,
 ftaCk_{0}ff alld Sloall [7] proved  t1_{1}at all of  1)  oly_{I}1oInia1 security, seInarltic security, and  t1_{1}e  clefi_{1}1itioI1

by  Yao[10] are equivaleIlt.
In this paper we illtroduce a new definition of semalltic securit,  y, wllicll we believe a  si_{111}I^{1e}J

and clear  f_{orl1}1ali_{Z}ati_{on} of security for public‐key encryption schemes. The new defillitioll is valid
against not only CPA but also CCAI and CCA2. We  sl_{lOW} tllat semantic security  f_{or111}ali_{Z}ec1 by
the llew defiIlitioIl is equivalent to IND for  aIly attack in {CPA, CCAI, CCA2}.

2 Preliminaries

We  enlI^{Jlo}y a number of defirlitiolls alld notations for secure encryption  fi\cdot onl[1,3,4,5] . Indis‐
tinguisllability (IND) forlrlalizes the inability of an adversary to learn any information about the
 I^{Jlaitt}neX ullderlyillg a cllalleIlge  ci_{I^{y}}1_{1er}teXt . The  Iloti_{oI}1 of non‐malleability  (NM) was defined
as arl extensioll of semantic security [4]. It formalizes tlle inability of an  aclverSal\cdot y to  0\iota t_{p}  ut a
ciphertext  \uparrow/' wllose underlying  p  1ai_{I}1teXt_{X} ’ is lIleaningfιllly related to the plaiIltext  x underlyillg
a cllallenge  ci_{p}11ertext.y . Plailltext awarelless  (PA) forlnalizes an adversary’s inability to  Cl\cdot eate

a  cip\}_{1}erteXt?/witllOt\iota tkIlOWi_{I} its  \iota 1ltlerlyirplai_{I}1textx , and it has ollly beell defined ill  t1_{1}e

randorll‐oracle [2]. Olle‐waylless  (OlV) is defined by tlle adversary’s inability, givell a cllallellge
 ci_{1^{J\iota_{1}1tt\tau}/}e\cdot eX , to  (\iota_{eCry1})t .t/antl get  t1\iota e\backslash 1^{r}1_{1ole_{I^{1a}}})  intextx[5] . Under  c1_{1ose}n_{I}Jlai_{11}teXt attack (CPA)
for tlle public‐key ellcryptioIl scllellle, tlle adversary can obtain  ci_{I)}1_{1}e1^{\cdot}teX\{,s of chosen  1) laintexts

by  t1_{1e_{p}}ubliC‐key. UIlclel \cdot  11OI1^{-}aC\iota apti1^{r}e cllosell  Ci_{I}J\iota_{1}ertext attack (CCAI), tlle  advel\cdot Sal\cdot ycaIllla\tau/\prime e
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access to  aI1 oracle for tlle  clecryP^{t,ioI}1fu11cti_{0}I1 for a period  befol\cdot eoI_{J}tai11i_{Il}g tlle cllallellge cipher‐
text. Under  acla_{1}JtiVec11ose11^{-}ci_{I^{)}}1_{1e}rteXt attack (CCA2), the adversary can have access to an oracle
for tlle  deCl\cdot yPtiollf_{1}111(ti_{on}eVerl after  obt,aining  t1_{1}e challenge ciphertext .?/, witll only restriction
tllat tlle  a(\iota_{Ve}1^{\cdot}|sa1^{\cdot}y  ca,111lot ask  f_{01t},1_{1}e decryptioll of  \uparrow/it\backslash self by tlle oracle.

 \bullet  \mathcal{K} : a  I)  1^{\cdot}obabili_{St}ic. algoritllln, called the key generation  algorit\iota_{1\ln} , takes a security parallleter
 l\cdot,  \in N,  \mathfrak{l})1^{\cdot}oVidedi_{l1} ullary, and  1^{\cdot}eturYls a pair of public and secret keys, (  l^{k,9k)}'\cdot , wllere  N is
tlle set of  Ilat_{t}11^{\cdot}a1 lltllnbers. A valid nlessage  s_{I^{)a}}Ce A4  (k) consisting of strings witll the sarlle
 1ellgt1_{1} is  sl)  ecifietl by a  I) robabilistic algorithrn with  i_{11}1^{)U}tpk . Tllat is,  \Lambda l^{(k)} is a probabilistic
 s_{I^{Ja,C}}e illduced by ( l^{k.Sk\prime)}” such that for arly pair of  x and ?,’i’n  M^{t}k),  |x|=|x'| . As a  s_{I^{)ecia1}}
case of tlle valid message  s_{1^{)}}aCe illdtlcecl by  (pk, .9k) , we nlay choose  t1_{1}e set of all  bi_{11}ary
 seq_{U}eIlces witll  1ellgt1_{1}  k, delloted by  \Lambda l_{k} .

 \bullet  c^{c}, : a  p_{lo[_{)a}}biliSticalgol\cdot itllI\iota 1 , called  t1_{1}e encryption  at1_{11}\iota 1 , that takes a  I)  \iota 1bli_{C}‐key  pk and
a lllessage  ?^{\backslash },  \in\{0,1\}^{*},  aIldt1_{1eI}11^{\cdot}et_{Ur}Ils a ciphertext  .\uparrow/\cdot Tlle encryptioll value  .lj given by  ` c,
OI1  \iota' k, aIlcl.?, is denoted by  \uparrow/arrow \mathcal{E}_{\rho k}(x\rangle .

 \bullet  D : a  clete1^{\cdot}111i_{11}istic  a\cdot it1_{ln1} , called the  deC\Gamma yP^{t}ioI1 algorithm,  t1_{1}at takes a secret key  sk

and  Ci_{I^{J}}1_{1er}text\uparrow_{/} ancl  1^{\cdot}et_{U\iota}\cdot Ilseit1_{1}er a message  x\in\{0,1\}^{*} or a special  symb_{0}1\perp indi_{Ca}ting
that tlle  ci_{I}J11ertext is illvalid. The decryption  algorith_{In} derived from the secret key  sk is
derloted by  D_{sk}. , alld its decryption value  x on  ?/is denoted by  xarrow D_{sk}(y) .

 \bullet  A=(A\iota, A_{2}) : an adversary, a pair of probabilistic algoritlllns  A_{1} and  A_{2} .

We require tllat  \mathcal{K}, allcl  \mathcal{E} alltl  D_{Sl1}ould be probabilistic  poly_{1}1olllial tilne  arithlllS , and  t1_{1}atD

is a deterlllinistic  Ijoly_{I1}o111ia1 time  a\{11I\iota 1 . We say tllat an adversary  A=(A_{1}.A_{2}) is polynornial
if botll  A_{1} alld  A_{2} are  poly_{1101}11ia1-ti_{1}ne probabilistic algoritllms. A fuIlction  f :  Narrow R is said
to be negligible if  fo1^{\cdot} every collstallt  c\geq 0 tllere exists  an integer  k_{c} sucll that  f(k)\leq k^{-C} for all
 k\geq k_{c}, wllere  R is  t1_{1}e set of  11O\mathfrak{r}i‐llegative real numbers. If  S is a fillite set  t\}_{1}e11.\tau,  arrow S rlleans tlle
 assig_{1}1111e11to_{I)}eratio11 for  1^{Jit}kil an elellleIlt from  S by a  sa\iota n_{I^{)}}1iIa,lgo\Gamma itllm associated with  S

(i.e.,  t1_{1}e fillite set  S illlIJlicitly includes a description of a  I) robabiliStiCarit\iota 1111 for sampling an
elelllellt  fi\cdot OlIlS). If  B is a  si_{11}gle value or the output by a  cleter111iIli_{S}tic algoritllIn,  t\iota lenxarrow B is
a  si_{\ln_{I}}Jle assiglllnellt statement. If algoritllm  \alpha receives ollly one illput we write  \alpha(\cdot) , if it receives
two  in_{1})  ut_{S}, we write  (x(\cdot, \cdot),  aIld so OI1. If  cv(\cdot) is a probabilistic algorithrn, then any input  i , a (i)
refers to  t1_{1}e1)  1^{\cdot}obabilisti_{C}. space  w1_{1}i_{C1_{1}} assigns to tlle string  w the probability  t1_{1at\alpha,O}11 input  i ,
 011t\mathfrak{l})ut_{l}scv .

We  elIlI)  1_{0}y_{I}1otatioI1` s used in [1] or [7] to fornlalize semantic security.  USiI these notations we
give tlle  01^{\cdot}igi_{1}1a1 defillition of senlalltic security given by Goldwasser and Micali [6] or equivalelltly
given by Micali, Rackoff ancl Sloan [7]. For the formalism of sernantic security by Goldwasser and
Micali [6], ill tlle first stage of tlle attack by adversary  A,  algorit\iota_{1}mA\iota rurls on a given  I)  ubli_{C}‐key,
 l)k , alld at tlle elltl of its executioll it outputs a  (f, .s) , wllere  f is a fullction on  \Lambda f_{k}=\{0,1\}^{k}
alld .9 is state  i11f_{0}\iota\cdot 111atioI1 possibly illcluding  pk . Tlle  t\iota\cdot i_{I}Jle(\Lambda_{i}T_{k},  f,  .9\rangle alld an encryption  .y of a
message, say.  r,,  saJ11I^{J}1edf1^{\cdot}01111\uparrow/ft. are given to  ait11\ln A_{2} as its input. We restate tlle definition
of  se111811t_{1}i_{Cs}ec11^{\cdot}it_{\iota}y [GMSS], witll lninor modificatiolls, based orl tlle forlllalisln irl [7].

Definition 1 (GMSS) Let  \Pi=(\mathcal{K},  (,Dc.) be on encryption scflem,  e and let  A=(A_{1,}.A2) be an
  adve7^{\cdot}S(lr\cdot\tau J\cdot For  f_{1}:\in N , any function  f :  \lrcorner f/I_{k}.  arrow V,  whe7^{\cdot}e1\rceil f_{k}.  =\{tJ, 1\}^{k}id_{Cfin}.,C

 Adv_{A}^{Gb\iota SsG},11(l\prime\cdot)=11(ebIk)dr_{SUcc_{A}},ss,-p_{A1_{k}},
flnax
where

 Succ_{A,11}^{G}(htssk)  def=Pr[(_{l\backslash }'\lambda:, S\lambda:)arrow \mathcal{K}(1^{k});(\Lambda 
l_{k1}..f.,9)arrow A_{1}(pk) ;

ar  arrow l1I_{t\cdot:}?/arrow\epsilon_{\rho k()_{\backslash }}^{C},x\cdot t)  arrow A_{2}(1\rceil I\kappa..f..9, .t/):v=f(.?i)]
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and

 l)_{t\backslash f_{k,f}}111 axdef=1|J\in V11ax\{ \sum_{-,x\in ft?))}1pr[.
t\cdotarrow 1t,I_{A}.] \} .

We say th( ;_{l}t\Pi is sernantically  sc(.' u\gamma C in  tfI,CSen,Se of  GMSS\uparrow f  A being a  pai7^{\cdot} of polynom,  i al.‐size
 l)r\cdot obabil,i.StiC circuits  i,m_{I},)  lie8 that  Adv_{A_{\backslash }^{\iota_{1}IsS}}^{G}1(\cdot) is  negl,igil)  le .

Tlle  fol1_{0}Wi1defi1li\{ioll , quoted  fro\ln[1] , is a  f_{01111}ali_{SlI1} of  iIldiSti111ability (IND) against
CPA, CCAI alld CCA2.  Fo1^{\cdot} tllis defillition, iil tlle first stage of tlle attack by  A=(A_{1}, A_{2}),  A_{1}
rulls on  l )  k alld it  c\cdot all access to all oracle  f_{UIlCt}io11O_{1} , allcl at  t1_{1}e elld of its execution it outputs
a  t\iota\cdot i_{1)}1e(.l,0\cdot.i,1\cdot.9) , wllere  ?_{ノ0}^{\backslash }aIlt1.\tau_{1}, are a pair of elelllellts ill tlle valid lllessage space it  l^{(k)} , alld  s

is  starrow atei_{I}1fo1^{\cdot}\iota 11atio111Jossibly illclιιclirlg  l )  k. Tlle  t1^{\cdot}i_{1})  1ea11(1 a clloseIl  Ci_{P}1_{1ert}eXt , say  \iota/ , are given to
 A_{2} as  it,|si_{11}I^{J\iota tt} . All  01^{\cdot}acle functioll  O_{2} call be accessed by  A_{2} . All algoritlllll  A_{t} with its oracle
fullctioll  \zeta')_{i} is delloted by  A_{i}^{O_{\mathfrak{i}}} , wllere  i\in\{1.2\} . Wllell we write  \mathcal{O}_{i}(\cdot)=\epsilon , we llleaxi tllat  \mathcal{O}_{i} is
tlle functioll returnillg tlle null  st_{\Gamma}i_{1}\epsilon on ally  illI)  ut .

Definition 2 (IND‐CPA, IND‐CCAI, IND‐CCA2) Let II  =(\mathcal{K}.\mathcal{E}, D) be an encryption scfbeme
and let  A=(A\iota_{J}.A2) be an adversary. For   ATK\in {  CFA, CCAl, CCA2} and  k\in N , let

 Adv_{A,11}^{IND}- ATK(k)  def=  2\cdot Pr[(I)k,  \mu 9k)arrow \mathcal{K}(1^{k})_{\backslash }(x_{0}..?ノ\iota\cdot.9)arrow 
A_{1}^{O_{1}}(pk);barrow\{0,1\} ;

 l/arrow \mathcal{E}_{\rho k}(x_{b})_{\backslash }.  carrow A_{2}^{O_{2}}(x_{0}.?_{1_{ノ}./)},\cdot.s,t :  c=b]-1
 u\dagger he\gamma e

if   ATK=CI^{)}Atf_{Ien}\mathcal{O}_{\iota}(\cdot)=\epsilon and  \mathcal{O}_{2}(\cdot)=\epsilon ,
if  ATK=CCAl then  \mathcal{O}_{1}(\cdot)=D_{sk}(\cdot) and  \mathcal{O}_{2}(\cdot)=\epsilon , and
if  ATK=CCA2 then  O_{1}(\cdot)=D_{sk}(\cdot)an,d\mathcal{O}_{2}(\cdot)=D_{sk}(\cdot) .

We  i,nsi.st , above, that  A_{|} outputs  x_{0},  x_{1}u\prime i,t.h|X_{0}|=|?ノ1| . In the case of  CC_{ノ}A2\dot{ノ} we further insist
 thc”  tA_{2}(foe8 not ask its oracle to decrypt  \tau/\cdot We say  tha,t II is  8ecure in the sense of IND‐ATK
if  A being  po\tau_{y,im}.nom,ia\tau_{-}t,e ( i.e. , a pair of polynom,ial,‐tim.e probabilistic algorithms)  im,pli,e8 that
 AdV_{A,1}^{IN}D1^{-}ATI\langle(\cdot) is negligible.

3 A new definition of semantic security

Ill tllis sectioll we give a rlew formal definition of  senlaIlti_{C} security agaillst any a,ttack lnodel of
CPA, CCAI and CCA2.  T1_{1}ef_{0r\iota n}aliSms of semantic security against CPA, CCAI and CCA2
by  t1_{1}e Ilew (lefillitioIl are denoted by NSS‐CPA, NSS‐CCAI alld NSS‐CCA2, respectively. lnfor‐
 11lally_{S}I^{J}eaki_{I}lg , an eIlcrylJtioIl scllellle is selnalltically secure if any adversary caIlllot obtaill ally
 iIlf_{0}1^{\cdot}111atio11 about tlle  1) laiIlteXtx underlyillg a challenge  cip11erteXt\uparrow_{/}iI1 a  poly_{I}1Olnial tinle.

Definition 3 (NSS‐CPA, NSS‐CCAI, NSS‐CCA2) Let II  =(\mathcal{K}.\mathcal{E}.D)\prime\prime be an encryption  8chemC

and let  A=(A_{1}.A_{2}) be an  adver\cdot 8ary . For   ATK\in {  CPA . CCAl. CCA2} and  k\in N,  clCfine

 Adv_{A}N,s_{11}S-ATIe(k_{)},=edr|SUcc^{N}A^{Ss_{-}A},1I(TKk)-Succ_{A,I}^{Ns}1,{
\}(s_{-}.ATI\langle k)|
where

 s_{uC}c_{A',1}^{N}SSA1^{-}TIe_{(k)}  def=  p_{1}\cdot[(pA\cdot..9k)arrow \mathcal{K}(1^{k})_{\backslash }.  (\Lambda f^{(k)}..9)\primearrow A_{1}^{\mathcal{O}_{1}}(\iota)k)\backslash 
\cdot xarrow\Lambda f(k.) ;

 .\uparrow/arrow \mathcal{E}_{Jk},(X);(f.\iota))arrow A_{2}^{o_{2}}(1\iota r^{(}
k).\tau 9./\prime.;.) :  \iota )  =f(:\Gamma)]
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and

 s_{uc}c^{N}A^{sS},11^{-},{\}\Lambda TIe(k)  def=Pr[(I' k, .9k)arrow \mathcal{K}(1^{k});(1tI^{tk}).S)\primearrow A_{1}
^{\mathcal{O}_{1}}(I?k);x,\tilde{x}arrow M^{\langle k)} ;

 ?/arrow \mathcal{E}_{pk}(.?,\cdot);(f, v)arrow A_{2}^{O_{2}}(M^{\langle k}).s, y\prime) :  v=f(\tilde{x})]

 u' h,er.C

if   ATK=CPAth_{Cn},\mathcal{O}_{1}(\cdot)=\epsilon and   O_{2}(\cdot)=\epsilon ,
 i,fATK=CCAl  t,henO_{l}(\cdot)=D_{sk}(\cdot) and   O_{2}(\cdot)=\epsilon , an  \zeta f

if  ATK=CCA2 then  O_{1}(\cdot)=D_{sk}(\cdot) and  O_{2}(\cdot)=D_{sk}(\cdot) .

We say  tfi,at II is  secur\cdot e in the sense of NSS‐ATK if adverso, ry  A being polynomial and  f of
 (f, v) , one of the output of  A_{2} , being deterministic  pol,ynomial‐time imply that  Adv_{A^{s}}^{N},IIS- ATK(\cdot) is
 negl,igible .

4 Equivalence of IND and NSS

Theorem 1 (  IND- ATK\Rightarrow NSS‐ATK) For any  ATK in {CPA, CCAI, CCA2}, if encryption
scheme II is secure in the sense of IND‐ATK then II is secure in the  8en8e of NSS‐ATK.

Proof: We prove  t1_{1eco11}tra1) 0Siti_{Ve} proposition of  t1_{1}e theorem. Let II be an encryption scheme
tllat is llot secure in the NSS‐ATK sense. We shall  sl_{lO}w tllat II is not secure in the IND‐ATK

sellSe.

Since  \Pi is fiot secure ill tlle sense of NSS‐ATK, there is all adversary  B=(B_{1}, B_{2}) such tllat  B

is  1)  oly_{11}or11ia,1 alld it lllakes  Adv_{B}^{Ns_{1}s},1-ATK(\cdot) not negligible. We construct an adversary  A=(A_{1}, A_{2})
illcol \cdot IJol \cdotatiIlg  B as follows:

Algorithm  A^{o_{1}}1(1)k)
 (ltf^{\langle k)}.s)\primearrow B_{1^{1}}^{O}(I)k_{\sigma})
 x_{0_{ノ}}.X_{1}arrow\Lambda f^{\langle k)}
 .9'arrow(\Lambda f^{(k)}, s)
return  (x_{0},  x_{1,9)}./

Algorithm  A_{2}^{O_{2}}(x_{0}, x_{1}, s', y) where  s'=(\Lambda f^{(k)}, S)
 (f, v)arrow B_{2}^{O_{2}k}(\Lambda ff\langle),  S,  ?/)
if  v=f(xo) then  darrow O

else  darrow\{0,1\}
return  d

Sillce  B1,  B_{2} and all sampling algorithrns incorporated into  A are polynomial‐time probabilis‐
tic algorithms in  k,  A=(A_{t}, A_{2}) constructed above is also a pair of probabilistic polynomial
 at1_{1}111Si_{I1k} .

For eacll  b\in\{0,1\} we define probability  p^{(k)}(b) as follows:

 l^{(k)}'(b)  =Pr[(pk, sA_{i})arrow \mathcal{K}(1^{k});(\Lambda f^{(k)}, s)arrow B_{1}
^{\mathcal{O}_{1}}(pk);x_{0},  x_{1}arrow\Lambda f^{(k)} ;

 .l/arrow \mathcal{E}_{\rho k}(?_{b},\cdot);(f, v)arrow B_{2}^{\mathcal{O}_{2}}
(M^{t^{k)}}, s, y) :   v=f(_{i\Gamma,)]}0\cdot

Then  \iota^{(k)})  ([)) is tlle probability tllat in the execution by  A_{2},  (f, v) is chosen by  B_{2}^{\mathcal{O}_{2}},  y is the
ellcryption of  x_{0} and  v=f(xo) , aild  p^{\langle t)}(\wedge 1) is the probability tllat in the execution by  A_{2},  (f_{l}.v)
is  c1_{1os}e11 by  D_{2}^{\mathcal{O}_{2}},  l/iS tlle encryption of  x_{1} and  v=f(xo) .

Tllell for the adversary  A we  \iota_{1aV}e

 Adv_{A,I}^{IN}D-AITK(k,)  =  2[ \frac{1}{2}[l^{\{k)}'(0)+\{1-t^{)}((k)0)\}\frac{1}{2}]+\frac{1}{2}\{1-p^{t)}
k(1)\}\frac{1}{2}]-1
 =   \frac{1}{2}\{_{l)}(k)(0)-p^{(k})(1)\} .
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 ObSe1^{\cdot}1^{7}k’ that tlle execution by  B_{2} for a givell  ciI )  11erteXt.\uparrow/bei_{Il}g equal to tlle encryptioll of  .\tau_{0}^{\backslash }, tries
to  c' 01111)  \iota tef(X_{0}) .  T11i_{SS}ituatio11 is  ex_{1^{J}}1ic.itly reflected in the cfefillit,ion of SucCB,IlNsS‐ATK  (k) .  O11

tlle otllel
 \cdot

llalld,  i_{Ilt}1_{1}eeXeCutioIl by  B_{2} , it lllay be possible  t1_{1}at for a given cipllertext  y is equal
Ilot ollly to  t1_{1eer1}C1^{\cdot}yptioI1 of  x_{0} but also to  t1_{1een}CryI^{)}ti_{0}11 of  x_{1} lllay be  I)  oSSible . This situation
is  ex_{1})  1ic\cdot it1.v1^{\cdot}efleCte(1 in the definitioll of  SucC_{A,1}^{NSs_{-}}1,{\}^{TI'}At(l\cdot) . Tllus we have

 Adv_{B}^{Ss_{- A}},1ITI\langle(k)=\iota^{(k)}'(o)-l^{(}J(k)1)=2Adv_{A}^{IN},
1DAI^{-}TK(k) .

 Nss- sinCeAATIdB,11,(\langle,ANSs-ATd_{V_{A}}IND-2TIe(II^{\cdot})Sa1` 
soI1otnegigib1e, aI\langle i_{Sno_{i}}tneg1igi|\supset 1efro_{1}1\iota 1t}

  1eassuIn_{id}pti_{on}esdeSr.t1_{1}at\Pi
is not secure in the sense

 (Jf\square 

Theorenl 2 (  NSS- ATK\Rightarrow IND‐ATK) If  encr\cdot yption scheme  \Pi is secure in the sense of NSS‐
ATK tfien  \Pi i88Ccu\Gamma e in the  8ense of IND‐ATK,  fo7^{\cdot} any ATK  \in {CPA, CCAI, CCA2}.

Proof: We prove  t1_{1}e contrapositive  I)  ro_{P^{oSi}}tion of the  t\iota leo\Gamma eln . Let  \Pi be  arl encryption scllellle
tllat is not secure in the sense of IND‐ATK. We sllall show that  \Pi is also not secure ill tlle sellse

of NSS‐ATK.

Since  \Pi is not secure  i_{l1} the IND‐ATK sellse,  t1_{1}ere is an adversary  B=(B_{1_{ノ}2}.B) sucll  t1_{1}at  B is
 IJolyrlOl\iota lial alld it Inakes  Adv_{B,r}IND-ATII<(\cdot) not negligible. We construct an adversary  A=(A_{\iota}, A_{2})
irlcol \cdot l)ol \cdotating  B as follows:

Algorithm  A_{1}^{O_{1}}(pk)
 (_{X_{0},x_{1},s})arrow D_{1}^{\mathcal{O}_{1}}(l)k)
 1\backslash ltk):=\{x0, .T,\mathfrak{j}\}
 \iota 9'arrow(.?_{0}".\tau_{2}\iota,l' k_{1}..9)
return  (\Lambda I^{(k),\prime},9)

Algorithm  A_{2}^{\mathcal{O}_{2}}(ilf^{(}k),.yS_{\tau}')
 W\iota_{1ere9},\prime=(x_{0}, X_{\rceil\cdot l})k,  .9)

 carrow B_{2}^{O_{-(}}' X0\cdot.\tau_{t\cdot..j)},” 9_{\tau} ?

 f :  f(.r,)=x for all  x\in\Lambda f^{(k)}
 varrow x_{c}

return  (f, v)

We lnay regard  \Lambda f^{(k)}:=\{x_{0}, x\iota\} as the probabilistic space sucll that the sampling  I) robability
of each  \{.\tau_{0}, .\tau_{l}\} is 1/2.

We call evaluate  Adv_{B,I}INDA1^{-}TK(k) as follows:

 Adv_{B}^{IN},ID-ATI1\langle(k)=2p^{\{k)}-1

wllere

 p^{(k)}  =  Pr[(pk..sk)arrow \mathcal{K}(1^{k});(x_{0,1}X, .9)arrow B_{1}^{O_{1}}(pk);
barrow\{O, 1\}\cdot,
 yarrow \mathcal{E}_{\rho k}(x_{b});carrow B_{2}^{O}2(x_{0}, \chi 1, S,.\tau/) :  c=b ].

We may assurne llere, without loss of generality,  x_{0}\neq x_{1} . The llext claim is ilnlnediate

Claim 4.1  Succ_{A}^{Ns_{1}},1s-ATIC(k,)=_{l^{(k)}}’

Claim 4.2   s_{ucC_{A^{ss}}}N,- 11,{\}ATI\langle(k)=\frac{1}{2}

Proof: Tllis follows frolll an inforlllatioll tlleoretic fact, llalllely tllat  A llas  11oillf_{0}r1\iota 1atiol1 about
 t1_{1e111}esSage.\overline{r} .  \square 

Now we can  a_{I^{J}\mathfrak{l}^{J}}1y tlle two claillls given above to show tlle followillg equalities alld inequality.
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 Ad_{V_{A,1}^{NsSA}}1(- TI\langle k)  =  |SuCC_{A,1I}(NSs_{-}ATI(k)\prime-Succ_{A},II^{-A}(NSSTKk)|
 \succeq SucCA,lINsS‐ATK(k) —  Succ_{A}N,sII,{\}s_{-}ATI\langle(k)

 =I)(k)- \frac{1}{2}
 =   \frac{1}{2}Ad_{V_{B,1}(k)}INDI^{-AT}K .

Since  Adv_{B,1}IND1^{-}ATIe(\cdot) is llot negligible, the above  i_{I11}pliesAdv_{A^{sSATK}},11N-(\cdot) is not negligible too. 口

5 Concluding remarks

We showed tllat NSS‐ATK is  equi_{Va}1eIlt to IND‐ATK for any ATK in {CPA, CCAI, CCA2}.
Tlle  defi_{1}1ition of NSS resembles  NM , but these two defillition are not equivalent  frol\iota 1 the results
in [1] alld in this paper. We assullle that tlle adversary is a pair of polynomial‐tilne probabilistic
 algorit1_{11}11s . It nligllt be interesting to study the case wllere the adversary belongs to a differeilt
 corn_{I^{)}}Utati_{0}Ila1 complexity class.
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