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1 Introduction

The discrete log (DL) assumption and the decision
Diffie-Hellman (DDH) assumption are basis of many
applications in modern cryptography.

Blum and Micali [1] presented the first cryptograph-
ically secure pseudo-random bit generators (PRBG)
under the DL assumption over Z;, where p is a prime.
Long and Wigderson [5], and Peralta (8] showed that
up to O(loglog p) pseudo-bits can be extracted by a s-
ingle modular exponentiation of the Blum-Micali gen-

_erator.

Recently, a stronger (but reasonable) variant of the
DL assumption was used to improve the efficiency of
the PRBG. It claims that the DL problem is still hard
even if the exponent is small. Under this assumption,
Patel and Sundaram [7] showed that it is possible to
extract up to n — w(logn) bits from one-iteration of
the Blum-Micali generator, where 7 is the bit length
of p. Gennaro [4] further improved this result in such
a way that each full modular exponentiation can be
replaced with a short modular exponentiation. This
variant of the DL assumption is called the discrete log
with short exponent (DLSE) assumption.

On the other hand, the DDH assumption is described
as follows. Let G be a finite Abelian group of order
q, where g is a prime. Let g be a generator, that is,
G = (g). Then (g,9% 9% 9°) and (g,9% 9" g°) are
indistinguishable, where a,b and ¢ are uniformly and
randomly chosen from Z,.

Under this assumption, ElGamal encryption scheme
[3] is secure in the sense of indistinguishability against
chosen plaintext attack (IND-CPA) and Cramer-Shoup
scheme [2] is secure in the sense of indistinguishability
against chosen ciphertext attack (IND-CCA).

In this paper, we investigate a variant of the D-
DH assumption which claims that (g, 9%, g% ¢%) and
(9,9% g% g°) are still indistinguishable even if a is s-
mall. We call it the DDH with short exponent as-
sumption (DDH-SE assumption). If the DDH-SE as-
sumption is true, then we can improve the efficiency of
ElGamal scheme and Cramer-Shoup scheme directly.
However, this assumption has not been studied so far.

For this problem, we show that the DDH-SE as-
sumption is equivalent to two widely accepted assump-
tions, the DDH assumption and the DLSE assump-
tion. To prove this, we first show that short expo-
nents {g° | s is small} and full exponents {g° | z € Z,}
are indistinguishable under the DLSE assumption. We
then show that the DDH assumption and the DLSE
assumption implies the DDH-SE assumption. We fur-
ther show that the DDH-SE assumption implies the
DDH assumption and the DLSE assumption.

Original assumption | Original assumption
only + DLSE

DL | PRBEG of Tmproved PRBG [7, 4]
over Z, | Blum-Micali (1]

DDH | ElGemal [3], Cramer- | DDH-SE
over G | Shoup [2] and etc. (This paper)

Table 1. Comparison with the previous works

We finally present variants of ElGamal encryption
scheme and Cramer-Soup scheme. Each encryption
algorithm uses a short random exponent r. Hence
they are much faster than the original encryption al-
gorithms. )

It is clear that these variants are provably secure
under the DDH-SE assumption. However, more than
that, we can immediately see that they are provably
secure under the two widely accepted assumptions, the
DDH assumption and the DLSE assumption, from our
result. That is, our variant of ElGamal scheme is IND-
CPA under the DDH assumption and the DLSE as-
sumption, and our variant of Cramer-Shoup scheme is
IND-CCA under the same assumptions.

We believe that there will be many other applica-
tions of our result.

2 Preliminaries

|z| denotes the bit length of z. £ €g X means that
z is randomly chosen from a set X. For a set X, we
sometimes mean the uniform distribution over X.

Let Isbx(z) be the function that returns the least
significant k bits of z and msbx(2z) the function that
returns the most significant k bits of z. If we write .



b = msby(z), we sometimes mean that the binary rep-
resentation of b is msby(z).

Let G be a finite Abelian group of order ¢, where
q is a prime. G can be constructed as a subgroup of
Z,, where p is a large prime. It can also be obtained
from elliptic curves. Let g be a generator of G, that
is, G = (g). Note that any g # 1 is a generator of G
because the order ¢ is a prime.

e Let n denote the bit length of ¢ and

o let ¢ = w(log n) It means that ¢ grows faster
than alogn for any constant a. That is, 2¢ grows
faster than any polynomial in n.

2.1 Discrete Log with Short Exponent (DLSE)
Assumption

Let
f(za_g) = (g,9%)

The discrete log (DL) problem is to compute the in-
verse of f. The DL assumption says that the DL prob-
lem is hard.

Assumption 2.1 (DL assumption) There exists no
probabilistic polynomial time Turing machine which
solves the DL problem with non-negligible probability.

Next let

fse(unv)g) = (g’gunu"“‘)’

where |u| = ¢ and || denotes concatenation. Then
the DLSE problem is to compute the inverse of fse.
The DLSE assumption says that the DLSE problem is
hard.

Assumption 2.2 (DLSE assumption) There exists
no probabilistic polynomial time Turing machine which
solves the DLSE problem with non-negligible probabil-
ity.

The running time of the index-calculus method de-
pends only on n, the size of G. The baby-step giant-
step algorithm by Shanks or the rho and lambda al-
gorithms by Pollard can solve the DLSE problem in
O(2¢/2). Schnorr proved that this is the best that can
be done for generic algorithms [9].

The DLSE assumption was first introduced to a key
agreement protocol in order to decrease the computa-
tional cost of exponentiation (6]. Patel and Sundaram
[7] then proposed a cryptographically secure PRBG
under the DLSE assumption over Z;, where p is a
prime. (Note that the order of Z is not a prime.)
Gennaro improved the efficiency [4].
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2.2 Security of Public Key Cryptosystem

A public key cryptosystem consists of three proba-
bilistic polynomial time algorithms, a key generation
algorithm, an encryption algorithm and a decryption
algorithm. The key generation algorithm outputs a
public key pk and a secret key sk.

Consider the following model of adversaries. In the
find stage, the adversary chooses two messages mg, M1
on input pk. She then sends these to an encryption
oracle. The encryption oracle chooses a random bit b,
and encrypts mp. In the guess stage, the ciphertext
Cy is given to the adversary. The adversary outputs a
bit &’

‘We say that the public key cryptosystem is secure in
the sense of indistinguishability against chosen plain-
text attack (IND-CPA) if | Pr(b’ = b) — 1/2| is negligi-
bly small (as a function of the security parameter).

The security against chosen-ciphertext attack (IND-
CCA) is defined similarly except for that the adversary
gets the decryption oracle and is allowed to query any
ciphertext C, where it must be C # C, in the guess
stage.

3 Short EXP = Full EXP
For0<i<n-—c,let
R = {2« |0< 2'u < g}
Define

A = {(9,9°)|z€ R} (={(g:9%) |z €Z,}),
Apn—c = {(9) g%) |z € R‘N—C}‘ .

Note that the exponent of g* in Ay is n bits long. On
the other hand, the exponent of ¢* in A, _. is essen-
tially only ¢ bits long.

In this section, we prove that Aq and A,_. are in-
distinguishable under the DLSE assumption.

3.1 Overview
For1<i<mn-gc, let

Ai={(9,9°) |z € Ri}.

Suppose that there exists a distinguisher D which can
distinguish A, from Ap. Then by using a hybrid
argument, there exists j such that A; and Aj4, are
distinguishable.

We will show that the DLSE problem can be solved
by using the (D, j). Note that the DLSE problem is
to find z of g% in Ap—c.

3.2 Indistinguishability
Theorem 3.1 Ay and A, are indistinguishable un-
der the DLSE assumption.

Before showing Theorem 3. 1, we show some tech-
nical lemmas. Let ¢ = w(logn).



Lemma 3.1 Suppose that there exits a probabilis-
tic polynomial-time Turing machine D that on input
(9,9%) €r Ap—, outputs the i-th bit of z with proba-
bility 1/2 + ¢, where 0 < ¢ < 1/2.

Then there exists a probabilistic polynomial-time
Turing machine D; that on input g €g {¢° | z €
R,_.}, outputs the i-th bit of z with probability 1/2+¢
for any fixed g € G.

It is clear that computing z from (g, g%) is the same
as computing z from (g7,¢"%). Lemma 3.1 is easily
obtained from this random self reducible property.

Next let g be a generator of G.

Lemma 3.2 For i > c, suppose that there exists a
probabilistic polynomial-time Turing machine D that
on input g¥1°"™" ep {¢* | z € Rn-:}, outputs the
least significant bit of u with probability 1/2 + e.
Then there exists a probabilistic polynomial-time
Turing machine D’ that on input ¢*10"™° ep {¢* |
z € Rp_.} and msbyegi(v), outputs the least signifi-
cant bit of v with probability at least 1/2 + ¢ — (4/t).

(Proof) Let D be a probabilistic polynomial-time ma-
chine as stated above. We construct a probabilistic
polynomial-time machine D’ that, given g*!1®"™* and
msbiog: (v), outputs the least significant bit of v with
probability at least 1/2 + € — (4/t).

Let

a = g‘UHO”_G and b= melogt(v)

be the inputs to D’. That is, v = b||v' for some v'.
We will find the Isb of v’ by using D because [sb;(v) =
lsby (v').

(1) First, D’ zeros the most significant logt bits of v
by computing

—h.on—logt logt ninn—c
a1 =(a- g7 ) (= g0,

(2) Next D' computes

i—-c

as = (a.1)e

wheree =1/2 (mod g). (The exponent of a; is shift-
ed to the right i — ¢ bits.) Let s be the integer such
that a; = ¢g°. It is clear that

8§ = Oi—c+logt”v1”0n—i‘
(3) D’ chooses r € R,,—; randomly and computes
a/ =ay .gr (= gs+r)_

Note that » = 2"’ for some r’ since r € R, _;.
(4) D’ invokes D with input (g,a’).
(5) Suppose that D outputs a bit . Then D’ outputs
B =alsb(r'). -
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Now suppose that s +r < ¢g. Then s+ r = u|0"7¢,

where
u= (Oi—c+logt[|vl) 4+ T'l.

Therefore D outputs @ = [sh;(u) with probability
1/2 +e. On the other hand,

a = lsby(u) = lsby(v") @ lsby (r') = lsby(v) @ Lsby (r).

Hence D’ outputs 8 = a @ lsby(r') = lsbl(v). Finally
we see that

Pr(s+r<gq)>1-4/t. (1)

(The proof is given in Appendix.)l Consequently the
success probability of D’ is at least

(1-4/t)(1/2+€) = 1/2+e—(4/£)(1/2+€) > 1/2+e—4/t.
Q.ED.

Now, we are ready to prove Theorem 3. 1.

(Proof of Theorem 3. 1) We assume that there exists
a distinguisher D between Ag and A,_., namely,

: 1
Pr[D(Ap) = 1] — Pr[D(Ap-c) = 1]| > ——
|Pr{D(do) = 1] = PriD(4n=) = 1] > —
for some polynomial p(-). (Ao and A, . in the above
equation denote the uniform distribution over the set

Ap and Ay, respectively.) Then, for some j,

1

Pr[D(A;) =1] - PriD(4;41) =1 _
' I‘[ ( .7) ] 1'[ ( J+1) ” >.np(n)

Let p; = Pr[D(A;) = 1]. We estimate each p; by the
sampling method and denote by $; the corresponding
estimated value based on m experiments. Using the
Chernoff bounds, we have

Prip; > p; + 1/8np(n)] < e~2m/64(np(n)?*  5pg
Pr[p; < pi — 1/8np(n)] < e~2m/64(np(n))?

Similarly, we can estimate all p; with accuracy £1/8np(n)
with high probability. Thus, we have

|bj+1 — B5| > 1/np(n) — 2/8np(n) = 3/4np(n)

for some j. Using the estimated values, it is not hard
to find 4 such that |pj+1 — pi| > 1/2np(n) with high
probability.

By simple transformation, we can say that there is
a probabilistic polynomial-time machine F, which can
invoke D, to find an index ¢ such that

Pr[D(g, g¥Pllo"™*"") = p;

i 1 1
ul|bljO™* len Rn._i-1,9€r G| > 3 +

2np(n)

with high probability. For simplicity, let us fix ¢ satis-
fying the above. It is not hard to see that the distin-
guisher D can work as a prediction algorithm for the



(n — 4)-th bit of discrete exponent. Thus, we rename
the distinguisher {or, the prediction algorithm) P,_;
in order to avoid confusion. Let (g, ¢%) be an input to
P,_;. We note that P,_; works only when the least
significant n — 4 — 1 bits of z are all 0. By Lemma 3.
1, we can construct the (n — )-th bit predictor P, _;
that works for fixed g with the same probability.

Using P, _;, we construct a probabilistic polynomial-
time machine A, given (g, g*10"™%), computes u with
high probability. To this end, since i < n — ¢ from the
assumption, we have only to construct the least sig-
nificant bit predictor B by using Lemma 3. 2. (Note
that “the least significant bit” means not the least sig-
nificant bit of u||0"~¢ but the least significant bit of
u.) Then, B has to work when inputs to B are of the
form

i—c+1 n—i-1
(g, q° fluilo ).

Let w be the exponent such that
(9.9%) = (g,g" M"Y,

Set t = 4n5(p(n))? and guess the most significant log ¢

bits of w. For each guessing value a of logt bits, let

w

g =g g™
For (g, g*"), we can use Lemma 3. 2, because the most
significant logt bits of w' are all 0 and P,_; is the
(n — i)-th bit predictor that satisfies the condition
of Lemma 3.2. We construct an algorithm F, giv-
en (g,g"'), outputs the (n — 4)-th bit of w' with high
probability. In randomization process, the error (i.e.,
carrying-over by addition) occurs with probability at
most 4/t. If we take m’ sampling points randomly
then the probability that every point does not meet
carrying-over is at least (1 —4/t)™ . Using these m/
sampling points, we perform the majority voting (af-
ter neutralizing the effect of randomization). By set-
ting m’ = n3(p(n))?, we can neglect the failure prob-
ability of the majority voting. (Recall that the bias
is 1/2np(n) and use the Chernoff bounds.) It is not
hard to see that the success probability of E is at least
(1-4/t)™ <1-1/n2. ’

Let us complete the construction of B. We are stil-
1 assuming that the guessing value a is correct. Af-
ter zeroing the (n — i)-th bit of w’, invoke E' with
(g, (g*")®), where w” is the resulting string after zero-
ing the (n — 1)-th bit of w’ and e = 1/2 (mod g).
Repeating this process c times, we can recover al-
1 bits of w' with probability at least 1 — 1/n. Let
W be the resulting candidate for w'. Check whether
g@+a2" %" — w or not and output w if the equa-
tion holds. Since one of the guessing values is correct
and the number of the guessing values is bounded by
t = 4n5(p(n))?, B can compute w with probability at
least 1 —1/n.

Thus, we can construct a probabilistic polynomial-
time machine A, given (g,¢*/®"""), computes u with
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probability at least 1 —1/n. Considering that we need
to find the distinguishing index 7 by using F' before
invoking A, we can say that the discrete logarithm
problem with short exponents can be solved with prob-
ability at least 1 —2/n.

Q.E.D.

4 Equivalence: DDH + DLSE = DDH-
SE

Let
By = {(9,9%,9%,9%) |z € Zg,y € Z,},
Co = {(9,9°.9%.9°) | T € Zg,y € Zy,2 € Zg}.

The DDH assumption says that Bg and Cp are indis-
tinguishable.

Assumption 4.1 (DDH assumption) There exists no
polynomial time distinguisher which can distinguish
By and Cp with non-negligible probability.

Next define
Bnc = {(9,9%,9",9") | 2 € Bncsy € Zg},
Cﬂ—c = {(g,nggyagz) | zT€ R41—C’y € Z‘I’z € Z‘Z}

Note that z is essentially only ¢ bits long. Then the
DDH with short exponent assumption (DDH-SE as-
sumption) claims that Bn_. and Cp_ are still indis-

tinguishable. ( ¢ = w(logn), where n = |q|.)

Assumption 4.2 (DDH-SE assumption) There ex-
ists no polynomial time distinguisher which can distin-
guish B,_. and Cy - with non-negligible probability.

In this section, we prove that the DDH-SE assump-
tion is equivalent to the DDH assumption and the
DLSE assumption. We first show that the DDH as-
sumption and the DLSE assumption implies the DDH-
SE assumption.

Theorem 4.1 Suppose that the DDH assumption and
the DLSE assumption are true. Then the DDH-SE as-
sumption 18 true.

(Proof) From Theorem 3.1, A and Ap—. are indis-
tinguishable under the DLSE assumption, where

Ao = {(9,9%) |z € Ro},
An—c = {(9,9°) |z € Rn-c}

First it is clear that Cy and Cy,—. are indistinguish-
able because y and z are random independently of z.

Next we prove that By and Bn_. are indistinguish-
able. Suppose that there exists a distinguisher D which
distinguishes By, from Bp. Then we show that there
exists a distinguisher D’ which distinguishes A, . from
Ao.



On input (g, g*), D' chooses y € Z, at random and
computes g¥ and (g%)¥. D’ then gives (g, 9%, g%, (9°)¥)
to D. Note that

By i (9,9%) €r 4o,
zr Y EAY)
(g’g 9%, (9%) )GR{ Bnc f (9,9°) €r An-c.

D’ finally outputs the output bit of D. Then it is clear
that D’ can distinguish A, from Ap.

However, this is against Theorem 3.1. Hence Bg
and B, . are indistinguishable. Consequently we ob-
tain that

Bp—c = By = Cp = Cn—,

where =~ means indistinguishable. (Bp = Cp comes
from the DDH assumption.) Therefore, B,_. and
Ch-¢ are indistinguishable.
Q.E.D.
We next show that the DDH-SE assumption implies
the DDH assumption and the DLSE assumption.

Theorem 4. 2 Suppose that the DDH-SE assumption
is true. Then the DDH assumption and the DLSE as-
sumption are true.

(Proof) First suppose that there exists a probabilistic
polynomial time Turing machine M which can solve
the DLSE problem with some non-negligible probabil-
ity e. Then we show that there exists a distinguisher
D for By,—. and Cp,_.

On input (g, g%, ¢, a), D gives g* to M. If M does
not output z correctly, then D outputs a random bit b.
Suppose that M outputs z correctly. Then D outputs
b such that

0 if a##(g¥)"
Then it is easy to see that D distinguishes between
Bp_. and Cp_..

Next suppose that there exists a distinguisher Dy
which breaks the DDH assumption. Then we show
that there exists a distinguisher D; which breaks the
DDH-SE assumption.

Let (g,9%,9Y,¢%) be the input to D;, where a =
zy mod g or random. D; chooses r # 0 at random
and gives (g, (9®)", 9%, (g%)") to Dg. It is easy to see

that
By if (91 gm,gy’ga) €Rr Ba-c,
X Y" v’ a\T G -
(9, (6°)", 8", (6)") < {Co if (9,9%,9%,9%) €r Cn—c.
Finally D; outputs the output bit of Dy. Then it is

clear that D; distinguishes between By,_. and Cy_c.
Q.E.D.

From Theorem 4.1 and Theorem 4.2, we obtain
the following corollary.

b= {1 el

Corollary 4.1 The DDH-SE assumption is equiva-
lent to both the DDH assumption and the DLSE as-
sumption.
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5 Applications

In this section, we present variants of ElGamal en-
cryption scheme and Cramer-Soup scheme. Each en-
cryption algorithm uses a short random exponent r
such that r is essentially ¢ bits long, where ¢ = w(log |g|)
and q is the order of the underlying group.

Note that computing g” requires at most 2¢ modulo
multiplications in our variants while it requires at most
2n modulo multiplications in the original algorithms.
Hence our variants are much faster than the original
encryption algorithms.

It is clear that these variants are provably secure
under the DDH-SE assumption. However, more than
that, we can immediately see that they are provably
secure under the two widely accepted assumptions,
the DDH assumption and the DLSE assumption, from
Corollary 4. 1.

5.1 Application to ElGamal Encryption Scheme

It is well-known that ElGamal encryption scheme
is IND-CPA under the DDH assumption. Now our
variant of ElGamal encryption scheme is described as
follows.

(Key generation) Choose a generator g at random. and
let § = g"~°. Choose z € Z, randomly and let § = §*.
The public key is (§, ) and the secret key is z.

(Encryption) Given a message m € G, first choose r
such that
L2 r < g

randomly. Next compute ¢; = §",co = mg". The
ciphertext is (¢, ¢2).

(Decryption) Given a ciphertext (ci, c2), compute
ca/cf =m.

Theorem 5.1 The above scheme is still IND-CPA
under the DDH assumption and the DLSE assumption.

(Proof) From Corollary 4. 1, we can assume the DDH-
SE assumption. Then §" could be replaced by a ran-
dom group element without changing significantly the
behavior of the attacker. However, if we perform this
substitution, the message m is perfectly hidden, which
implies the security.

: Q.E.D.
We can also prove the converse of Theorem 5.1 eas-

ily.
5.2 Application to Cramer-Shoup Encryption
Scheme

Similarly, we show our variant of Cramer-Shoup scheme.
Cramer-Shoup scheme is IND-CCA under the DDH
assumption [2].



(Key generation) Choose two generator g; and gz at
random. Also Choose z1z3,¥y1,¥2,2 € Z4 randomly.
Let §; = g}~ ° and g = g§~°. Also let ¢ = §7193%,d =
§t'98° h =gt

Let H be a randomly chosen universal one-way hash
function.

The public key is (g1, §2, &, d,h, H ) and the secret

key is (1}11‘2, Y1,Y2, Z).

(Encryption) Given a message m € G, first choose
such that
"<V r < g

randomly. Next compute

up = §i,ue = g5, e = R'm,a = H(uj,us,e),v = (é(f“)'.

The cipbertext is (u;,u2, €, v).

(Decryption) Given a ciphertext (u;, us, €, v), first com-
pute a = H(u;,uz,€) and test if

=x+yxau22+wa —_
1 2 =

u v.

If this condition does not hold, the decryption algorith-
m outputs “reject”. Otherwise, it outputs m = e/uf.

Theorem 5.2 The above scheme is still IND-CCA
under the DDH assumption and the DLSE assumption.

(Proof) Almost the same as the proof of [2]. Use Corol-

lary 4.1.
Q.E.D.
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Appendix
A Proof of Inequality (1) in Lemma 3.1

First, recall n is the bit length of ¢ and let
bn||bn—1] - - - ||b1 be the binary representation of g, where
each b; is in {0,1}. Then, the most significant bit of ¢
(i-e., b,) is always equal to 1. Thus, g can be written as
g =2""1 4+ ¢ where 0 < ¢’ <2"~1. Now s is assumed
to be less than 2"~1°8¢ Thus, r such that s+ 7 2 ¢
satisfies that r > 2n~1 —2n—108t Gince r is assumed to

be chosen uniformly from R,-;, the probability that
s+r=>qis

Pris+r > 4|
< PI‘[‘I‘ > on—1 _ zn—logtl
= Prlr > 2"t — 28 msby (r) = 1]
-Primsby(r) = 1]
+Prfr > 271 — 2"~ 108t \maby (r) = 0]
- Primsb; (r) = 0]
< Prlr> 2"t - 208 maby (r) = 1
+Prfr > 2" — 2"718  mgby (r) = 0]
< 2-Prfr> 2"t — 28t imgh (r) = 0]
= 9.9l-logt

= 4/t.

Thus, the probability that s + 7 < ¢ is (1 — 4/t) at

least.
Q.E.D.




