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1. Introduction

G:EHR7—~I)LE
G2 gZz@ERE

FEHBISE

BB $ R RE
<g>DhIIWMLTEM=h&iEdnZRKdHE&

BB BN RS 1
HGEROTLAMRESNER TES (ElGamal)



M iRES

GF(Q) L DFEHcDEHEAMKRH (g<£q)

y?=f(x) =x%*" +a, x?®+ * * +a,, (3 € GFQ))

HBEMAMKRHOVYIEEH I,

Jo={(ux), v(x)) | degv<degu=g, v2=f (modu)}
#Jy = g8

s M e AR H L O RER N B S RE(DLP)
J; 2D,D, XL T D,=nD, &fdn ZRO&K
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Pollard@rho7 LT3 X L

Iy 2D, D,

random walk [Z&>T
D, D,D5 4 LIGHEHR, 25T EL TLK

R = @,D +8,D, (i=123,.)
BER, =R HESZDE
a;D,+B,D, =D+ B;D,

S D, =(a;- aj)/(ﬁj 'Bi) D,

(#Jp)2 step HMAEE
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Gaudry's %

Jy 2 D A% smooth
DAERALOBEHADOH

FB={P,P,..,P, }: BEAHEHLOETOEER
ZETELTHL (w=q, O@@)

random walk [Z&>T D, DD T A LITIREFIR, 251E

R = a,D, +B,D, (i1,23,..))

1

smooth 2X R, # &6 3

Gaudry's ;%(2)
smooth I R, MADMBE: (g! fBIZ—"2(& smooth )

R; = (u(x), v(x))
ux) =TT (x - x.) : GF(q) L1 RDBEEIMNEF
25 (O(@)
yi=v(x) (=1,....2)

R;= (XuY}) T (Xpy) T (X Ye)

= 2, my Py
CDFIIILT
smooth/dR,

[my,,m;,,...., m; ]
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Gaudry's i%(3)

smooth %% R;= Z, m;, P, B w'(>w) BEHDoEZE (0(P)):

M= (my) : W x w5, &
(7)) € KerMZRHT (0(¢?))
2. 7:R=0
S X v (a,D+B,Dy=0
D,= A D % HKATHE
A=GZr,a)(Xr B

Gaudryik

ErEAhE L ODLPIZxX T 2K E X
tho ZILTUYX LICHFEEZEA
O(q? logs(q)) (EEE: GF(g). BHgz <9

EHMERELTH, q [FDSCTEGL !

C, B$740 superelliptic BA#RICRLTH
Gaudry’s i& (& B
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C.,Hi#& & superelliptic B#R
Cabﬂﬁ: (a,b) =1
ia,0
ZOSisb,Os JjLa.ai+bj<ab ai,jx Yy = 0

superelliptic BEfR: (n, §)=1

yi=asx%+.... +a,

BASAMZ,
superelliptic Bifg C C, H#R

EEEEE — /I\NTA—A

BRE GF(84211) 1
EEAERX  1+24740x77+32427y3=0

- EBH | 6 | |
YIETU OIS 43 - 8068970623016239605318986617
HCREOMH 37 |

17TEVFDRELEDIBEVRC,,

BCR% ¢
d(x,y) = (£, x, £,y): u$2l

&oT
#FB = 84211/21 = 4010.--



REXRR — £B&]

- BHEEAOINE (PARI-GP) 543137
ARL—AGEROIE (C) 28335767
- —RBEBRAOKRME©C) 2528

&t - NI a21E
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178 vk DRk EDIBE YHC,, BE#RIZHF HGCaudry’s variant DER,

266 MHz Pentium II

Weil deScent attack

K=F, / k=F, :
H: an algebraic curve over K geometrically defined over £

/__,,J

~~7

Mg H O D C: amodel over k
W 1 i___\\ Problem 2
( How to choose | /¢ i o) “How to construct C with
tD of small genus” P / computable Jacobian’ﬂ

H &

Gaudry attack

Ngge* O *: J(H) —— JLO) C has larger genus and
smaller field than 1.
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. Weil descent attack

possibly applied against

an algebraic curve cryptosystem over a composition field
.

The concept: Frey ‘98
(some of) ECC over char. 2 finite fields: Gaudry,Hess,Smart *00
(some of) HCC over char. 2 finite fields: Galbraith ‘00
- (some of) ECC over char. 3 finite fields : Arita 00
(some of) ECC, HCC over odd char. finite fields : Diem 00

Our contributions

k=GF(g), ch(q)#2,3
k,. quadratic ext. of k, k,: quartic ext. of k
E: elliptic curve over &,

Ev=@+au+ B
I (Q’,[)’Ek4)

Hy=xt+tad+b*+c®+dl+ex+f <= GHS attack
(abcdefEk,)

* In this talk, we show that
many elliptic curve cryptosystems over quartic degree finite fields
come under Weil descent aftack.
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2. Scholten form

Scholten form

k=GF(q) (ch(k) # 2,3)
k,: quartic ext. of £

E . Scholten form (of elliptic curve) over %,

w=oud+ But+ BLRut+ a?
(a,,B Ek4)

Scholten showed

* M2 En ~ Jeo(H) (T H:genus 2 HEC)
« E/k, has full 2-torsions => E has Scholten form

We clarify conditions to be Scholten form.
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Scholten form is covered by H

E;vi=0u+ Bul+ f2u+ as
(a:B Ek4)

(1, v) = TT((x-¢)?/(x-c#)2, y/(x-c#2)?)
(¢ € ky-ky)
H:y= 0 (x-c)’ + B (x-c)*(x-c#)*+ B 23(x-c)X(x-c??)*
+ o q.?(x_cq;?)é

» H: defined over k,
* DLP on E_/k;, — DLP on H/k,

When E,, can be in Scholten form ?

E. - ¥? = f(x) : Weierstrass form / k,, f(x): irreducible / k,

E.: ¥?2 = F(x): Scholten form / k,

X—Ax+B
y—Cy (A,B,C € k,)

Sd:arootof F(x) =a x3+ b x2+ b2 x + g®

02 e{d, 5% §B}

0%=4 = dl=1= § ek,
0%2=4§% = 2= §-1= § ek,

.. 61+q6 — 1



Proposition 2

E, : ¥? = f(x) : Weierstrass form / k,, f(x): irreducible / k,
E,, is isomorphic to Scholten form E_ over k,
=

Yy=Ad&+B, &1%6=1 (y:arootoff(x))

Then,
a:=-A2@2§1%4+02 b= -A( + 0 %+ 42

E,— E,:y2=ax3+bx2+Db¥x+a®?
(y—ay,x—ax+B)
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f(x): irreducible / k,;, 7 : a root of f(x)

d(Y) = (yq2+q4_ YQ2+1)+ (Yq6+q8_ -rq6+q4)+
(yato+t. ¥ q10 + q8)

d(r)#0
(=
IA(#0) € k,, B € k,
(*) y=AS+B, 6™®=1 (7:a rootoff(x))

(v-B)*® ek,

& (7-B)e (7 $-BW)2 = (7 - B)(7 %-B%)

& (g(B)=0 BOEIL1RFGFREL
{ g¥(B%) =0
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E,: ¥? = f(x) with f(x): irreducible / k,, v : a root of f(x)

d(')’)=(?’q2+q4' Yq2+1)+(yq6+q8_ yq6+q4)+
(yq10+1_ Yq10+q8)

d(r)=0 @ JE,) €k,

(E) €k, © v =Aa+B (A, B Ek, a€Eky)
o d(‘}’-B):O

When E,, can be in Scholten form

E, : ¥? = f(x) : Weierstrass form / k,

- f(x) : BE%9 / k,
i(Ey) € ky— Kk, BEnlE,
E,/&Scholten form(Z k, L TEHEIN D,

« f(x) = 1R x BE#2K = / k,
E, [&Scholten formTERIh izl

* f(x) : SEEDE /K,
E, /& &IZScholten form(< k, E TE#Eh D,
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3. GHS attack for
genus 2 HEC

GHS attack in our case

k~F2|k=F_(of char.#2), O: Frob. Automorphism of ky/k
Hy=x+ax*+bx!+cx*+dx?tex+f (abcdef Eky

X TXR YT

Mo H:Jr yvi=xS+ax? +bxf+cxp+dx?tex, tf
Ly =x0 +aixy +bx,? +cixy +dix? +eix, +f4
U x=x=x

GHS-section D , '
{ yvi=x+tax +bxt+cx’+dx’ tex+f

yi=xt+aixd +bixt i +dix? +elx+f1e
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Assumption for non-singularity

M - 24 ‘3 .2 - > = _2/ o
Hy’=x0+tax’ +bx! texl +dx?textfonk,=F/[k=F,

Assumption
xX+tax’+bx!+cx?+dx?+ex+f contains

no non-trivial factor defined over £.

l then

|

GHS-section D is non-singular as affine curve.

Genus of GHS-section D

GHS-section D:
{ yi=xS+ax’ +bx! v vdxlvex+f

VA =x0+al X +bIxf I A +edx + fa

v &

i 12 ramification points

Hiy =x+ax’ +bxf+cxi+dx’+tex+f
Hurwitz formula
2g(D)-2 = [K(D):K(H)]" (2g(H)-2) + Z (e(P’[P)-1)~deg P’

.". genus of GHS-section D = 9; small —> Problem 1

What we need to do is to construct C,, model over k of
GHS-section D. = Problem 2




1)
Points at infinity of GHS-section D

ﬁkzij D D: x=x,=x, ; GHS-section

P, P, P P
2 \1 Q/ Vail¥)=-1, voi(y)=-3
O, :

two points at infinity of
t = x%/y, : local parameter at O, and O,

._[1+a(1)+a O + ..
yl——t3+[3’ (l)t%+/3 (1)t*+ . at 0, (1=1,2)

Substituting the above x for the second equation y,* = x° + a9 x° + b x*
+ctx3+dt x? + ed x + f9 of GHS-section D,

Yo=-t3+ Y G 2+ ... atP,, (i=1,2)
or y,=t3+ 7y _2(21'){ 24 at P, (i=1,2)

Points at infinity of GHS-section
Moyl 3 Dix=xy=x,  1=x%y

r

¥ = ¢+ a0(1)+ CYIU)Z‘"IL .
Pl ! yl = 2‘-3-}— B_Z(l)'#--Zj_ ﬁ-ﬂl(l)“l“-l_;“'-.
Y, = -t T_zwt‘“r Y_lil)tw 4 wax

..._tl._ra(l}-rafl)t_r-::
t3+‘8‘(1)t2+ﬁ_(1)r‘1—§—:l1
y2 = 3+ ')’_2(2)1'24‘ 7-1(2)’?'1‘3“"'

x=tl+ta@+a @t
D = t-3+ B_g(z)t_2+ B-l(Z)t~l+...
Y, = -3+ r_2(3)£—2+ r-]{B)t-l+ Aus

x = 5-1_1_ a0(2)+ al(Z}t_;. asa
P { y_l ::-3—{— B.Z(Z)t'z_}_ B-l(z)t~1+---
4 y, = 3+ T.2(4}t-2+ 7.1(4)f—1+ "

S

“value’ of any polynomial f(x,y,.v,)atP;,, O(P,) =P,
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C., model of GHS-section D

* We construct C,, model of D with the point P, at infinity as
a base point.

Suppose P, is not a Weierstrass point:

Pole numbers at P, =< 10,11,...,19>.

Construct
a polynomial f; with a unique pole of order i at P,
fori=10,11, ..., 19.

Note: t-expansion of P, gives the value at P,

r0s J11 5000 f19 = C, o modei over k, of D
10011 19 10,11,...,19 2

g =Tiu(f) (TogN=rf+ ()

108115819 —  Cig1....19 mode! Cover kof D

Note: P, is fixed by O .

Reduction: H— C

g=(gm,gn,...,g19) ~

D C /k,

Tfi //‘

H/ﬁ1

g*
7S+ (S)-(P+Py+Py+P,) ~ IR, —1nP, 2g(R)—no
: o~
T I

Q . N R - n1*
h=8,+5,HQ;+Q,) € J,(H)
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Reduction: H — C with ideals

| g*
K,(D)=ky(x,y1.y)) —— ky(810811--:819)

]
k,(H)=k,(x,p) %

wi=h-g _, anidealv C k)[g,0,81,--,810]
C k[xy.y,] of relations among

Vorl ’)>1 gIO(X9YI’y2)’g11(X9Y1:yz)9- )

\ilizi;s)’ g19(X.y1.y,) mod w

anideal 2 C ky[x,y,] |V =g*w)=TT*(h).

Reduction: E— C

C: C,, modei over k of GHS-section D

C ; . D
(81058115 5&19) F—— (X, ¥1,1)
\\\ v T
M~ + 7
~H @)
T M,
E

W E(k,)—"> Jac, (k) —“— Jac. (k)

¥ reduces DLP on E/k, to DLP on C/k.
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cxamplel: Transformation to

palindrome form
k: prime field of char. g=p=71
k,: quadratic ext. by 02-20+7 of k #E(k)=n=25404727:prime

JE, =085 1 + 02692 45 k,

;4. quartic ext. by r2-or+1

A d SN
.0 L ! 2 b=03519 1 4 92654
U e v=aly, B =04167 1 + 3302

EJkg:v? = au® +bu?+ b3 u+ a®?

Example1: Covering by
hypereliiptic curve

E, ’,{4 Vo= a¢3+bu2+bq2u+aq2

T g { = (Ag'i)’({ O_cql’)?,

{ (“]‘;' - I o Ae |
i TT ) . 3= };(_}’J (\){Uu‘:-k]i)_)

Hyky: y* = alxy-c)® + b(xg-c)(xg-c9)? + b2 (x4-c)? (x,-c2)* + g (xg-c92)0
= 0463x 6 1 o666y, 5 ¢ Ozomx' + 01093x3 + 079452 + 0315y, + 01939

T ( y=F( By (xg-B )3y, |71
LGS SN | Hy yer
z; =1 8) Pk

Hiky: y,2 = x5 + 02177x5 4 g#311yd 1 o2447y3 1 56652 4 3664y 4 3747

M=T,O MW, H — E,



Example1: Points at infinity of

1 ]
GHS-section D
Mg D Dix=x=x, t=xy
[ x = 70 ¢+ 0%65 + 261 p+ %35 12 4 92836 £3 4 v us

! VY, = 70t-3+02713 t-2+04163t-1+03058+04299t+ s
\
[ x = 7Ot +0%65 + 26l § 4 o¥535 2 4 92836 3 4 wun
{ v = £33+ 02177 -2 4 A1 p-1 4 53867 4 53086 44 = »

.

P

x = 1+ 0o%65 4+ 2Bl § 4 535 424 31643 4w
P2 { Y = ;-3 +O4697 ;2 4 ottt - +01347+03086t+ s
- Y, = 7013 +019¢2+4 0463 714 o538 + o429 £+ -
{ x = t'1+04265+02781f+04535t2+0316t3+ e
P4 | p, = 17340897 p 24 oI -1 4 Q1397 4 3086 1 4 - -
y, = t3+ 02713124 glésd $l 43058 4 gl779 4 ns

\

‘value' of any polynomial f(x,y,,y,) at P
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Example1: C_ model of GHS-
section D

a polynomial with a unique pole of order i at P, : g; = Triu (/)

— : 2 271 +3 - 1754
go= 0283y 2 +3 83y y, + 0Ty + toty,

= % e 4 ol622 5,
L 8y =0 xPy2+41 8 y y, + 00 x yy + 00r + 0104y,

Relations among g,4.811> " " *»Z1o-

112 - (5810810 + 4281081, T 18g 2 + 7+ +25) =0
21181 - (26810815 + 38808, + 2= +58) =0

215819 - (9815°g1; + 62815° + 108,089+ ==+ +28)=0

T

L .
C 10,11,... 19 Curve over kin g9=g,--..~819 SPaACE
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Example1: Reduction(1)

= D

(818110 :8ry) F—> (ERNS

TS g () .
From the definition of 1,

NI s
E ={a ((B-c) xt1)* - (G,+ B ) (B -c?) x+1),
ad 2y, - G, ((B-c®) x+1) }
= {(0333r+04196)x2+(01900r+01805)x+01922r+02318 (03720r+01533)3+
( 01693r+04323)x2+( 03636P+01592)y + ( 0i256r+03701)x+02686r+03725}

To compute TT,*(J), we use elimination ideal:

S = Eliminat?(-]ﬁ(gm'gzo(xa}’la}’z)s&1‘g11(35;)’1:}’2)5---;
- 19°81(XV1¥)s AXY19a))

Exampée‘! Reduction(2)

(gmgu @19) b (x;lyz)

Finally we compute the norm:
\\\H w) J=Y(G)=J, + S8+ L2 + J,8
={817°137g17+218,6+49g,5t33g 4" * *+59,

8168177458,t15g,+45g,5t21g 4+ " =+ 63,

L3N B

815724817727g,5131g,5104g ,* * = +64 }
Similarly, m=25415194-times point G, =(0%37r+0224, 01671r+03481) of G
is transferred to
Jo= { 8177168)7+70g,5+668,5+15g,4+ - - +68,
g16g17+5g17+20g16+56g15+16g14—}—! ) g+1 1’

815123g,,134g,,165g,5+18g 4= +4 }
We verified J =m*J onC.
%» Gaudry method



Example2(160 bits length)

k: prime field of char. p = 240-233-1
k,: quadratic ext. of k by 02 + 352619714346
k,: quartic ext. of & by r? + 702753204573 0 + 465976829831

E,: elliptic curve over &,

v, 2 = u3+((7735699290470+698785454132)r+8924687926970+773390597884 )u, +
(2450226574830+657619174138)r+7211879400680+865450731541

(#E(k,)=1287200406650928609777376029597716043015507861907: 160 bits prime)

C: Cyg)....19 CUrve over k
g 2- (671010913434 810 &1p + 306446345201 g, g, +
205461673669 g,,% + = ** +675147796101) =0

g, 81 - (752537421825 g g13 + 1016531429604 g,, g\, + QIZ
Gaudry

897328181722 - +1053682994222) =0
&t )= method

g1, 210 - (128634052382 g, g,, + 950367786029 g* +
457707828730 g, gyo + * * * + 665817232135) = 0.
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Estimate of computational
amounts

«Computational amounts of Gaudry method against
C,, curve of genus g over GF(g) is

O(g2eethre) (g— 0)

-So, computational amounts of our Weil descent attack(g=9):

ql&’m = q9/5 (< q2) (q —s OO )

Computational amounts of Pollard’s rho method against

elliptic curves on GF(g*):
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More precise estimate

*Computational amounts of Gaudry method against C,, curves of
genus g defined on GF(q): ([ = 1: parameter)

Minimum w.r.t. / of
Iel=g? = gl = g (logy(¢))
17 g g -(logy(@))

«Computational amounts of Pollard’s rho method against
elliptic curves on GF(g*):

1.5+¢% *(logy(q*))?

Pollard v.s. Our Weil descent

Pollard’s o method

Our Weil descent

amountof ;.

computation -
4 . intersection point:
= 210 bits
ol S | 0 method is stronger

in the real size parameters.

160 a8e- T 2000 280 240, 260 280 . 900 920
R i

bit length of group order



