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Abstract

REMEAMME B, RKEFLEOE7 L aviRDEIRES s L HBEOHERBEICEZSHED
RIS ABMRREE L LT, KILEEBMI L VMRESAE. RE7 V3 VRBIINP R2THEIBRE
ZEYHFBXORBMBEICREINS. LL, RILETEXN, AMBL LTAVWLAIREETEOERS
BXSHIRGEHETEE, AMBIEEXNG, MNZAATIZLT, RE7 Vs U HMEMRL
ERSHBISEXERDZ LM TEIRBEERER L. ZOoREEE, &F, LOoSHEARTITDL
NTWAEH, XRTHE, ThE2FBEEELEOZERRTITALHICHETRI & ¢, £ToHAIHE
RTREL K REEZ®RT S, S5, KRHAL LT, W< 2OhOD toy example HIBEBEL TV 5.

Abstract

A Public-key Cryptosystem using Algebraic Surfaces whose security is based on a decision ran-
domizing polynomial problem which is related to a problem of finding sections on fibered algebraic
surfaces, was developed by Akiyama and Goto. This section finding problem can be reduced to
solving a multivariate equation system and this problem is known to be NP-complete. In the case
that the defining equation of a surface used for the public key is in a certain form, Uchiyama and
Tokunaga successed to attack in the sense of getting plaintexts from corresponding ciphertexts using
reductions efficiently without solving section finding problem. It is performed in the polynomial ring
over ]F,, under some assumptions whereas, by extending it to be able to perform in the polynomial
ring over rational function field, we can see the new algorithm applicable to all cases with some toy
examples. )
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L L, 2007 FEICAIL L X (BHAEER) 25, 2HE L LTHAVWOLhIREBLEmOEEFERNH
LREEMIZTLE, 1 OWEXELARBNL, MPOERATBEZLT, Resva MBI LR
<, METHIEXERDIKBIERERL [5], £ LA, CRYPTREC report 2006 [6] ® “ 4% 3 ¥
HE & AV QMBS ORSMEIZOVT " 0do “ (4) KM@ 7L Y X4 7 THLRNMESHTVS.

NIL-BROKEERETF, EOSHAXBRTITRONAZ G S KBETHAOIIH LT, FRTIE, &
BERPELOZARRTITI LN TER RS CHETIIL T, 2 TOHACHATELEIRIELER
T35,

ARTIE, 2ETHKIU-HBEAKMEAMEBE S, 3 ETAIL-BRORFESTHRELZRBMNL, RERYL
BLRDERIZONT, RENICEOBET 2H2RATHAL, TOMRKEL LT, 4 ETR2TOHBAK
BWATERF LVWKRELRETS.

FROBBFIEOMNL LU Grobner ZEZF A LAKBFEICOWTIE, FEO 8] #BRan=\.

2 PUL-#EAMEmAMREE 1, 3, 4]

ARC, KIU-ERAKEEAMBES 5 — <135, B, [1,3 4 ¥B8Bsnkv. == F,
ECEBRSNREAELELS.
( T35

1. REE:
A¥F,) A0t 235 2A—# L+5 2 DRA2BHEM D, & D, BBRE.

(8) D 5 (2,3:2) = (ua(t),wy(6), )
(5) Dz i (2,3,8) = (wa(t), 0y (8), 1)
L, EEHRO—BMEDORD, degu,(t) # degu,(t) E7iX degu, () #* degy, (t) =T &3 3.
2. ABReE: |
(a) Dy, D2 288, & F, LodhE X(z,y,t) =0 2T 3. REMAETILIZALD.
X (uz(t),uy(8),t) = X (va(t), vy (2),2) =0

EBR, 2-5o0% 7 Vs UESDHME X(z,y,t) =01, ROFETHERTS.
7, RCEZEINIREHE X(z,y,t) =02EX 5.

X(:Z!, Y, t) = Zi,j cij (t)a’-iyj = 0
Ds : (ug(t),uy(t),t) & Da: (vz(t),vy(t),t) DX S2/8F A—FRFENT 2 DDRL D HRA
X0t a 20l BE+TS&RE,
T 03 (Oua @)y () = T ; 035 (B)va(t) vy () =0
EUT, Suneo0 Gi®) (Uad)iuy @) —va)iv,(t)) = 0 2T EMBLETHS. LE
BoT,
C10 (t) (tug(t) — ve(t)) = E Cij (t) (ux(t)iuv(t)j - ”z(t)in(t)j) .
(1,5)#(0,0),(1,0)

2T, U () iy (£ —va () vy (8 = (i (£) — v (£)F )y (£ +a (2)* (uy (87 — vy (£)F) BRY LB,
SORRIEL, b U (us(t) —va(t))|(uy (£) —vy () 2 BHE, (ua(t) — va(t) TRIBZ LB TES. ¥
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bbb, IO&ENREEXNTVWERLIE, 7V FAXRAESER ¢;;(t) ((4,7) # (0,0),(1,0))
EAWT, EROBFERICLY, BEX qot) ERETHIENTED.
FeHdreE, BERTNVIV ALARZROLIOIKES ZENTES :
1. A (1) Ay (2) WIS T v F 2722 DDEHK A (), Ay (8) 2RBE.
(ZHUE (ug(t) — vz () (uy(t) — vy (1)) THDTDITLERSRF )
2. TUF BT uy(t) BB, Ao(t) +v(t) 225 up(t) ZEET S,
(i-e ug(t) = A(t) +vs(t) )
3. FUH AT uy(t) BB, Ay(t) +vy(t) 725 uy(t) EHET 5.
(e uy(t) = Ay(t) +vy(t) ) :
4. FUH AT oi(t) ((G,7) # (0,0),(1,0) BB, ROKMEMWET cro(t) ZFHETS.
c10(t) (U2 (t) = v2(t)) = L 5y(0,0),(1,0) Gi3 () (e () uy(2) — va(8)'y (t)?).
5. 3, ; 0 (Buatuy (8 = T, e (Wua(®)vy (1)) =0 R, cop i3
€00 = = X (i i) (0.0) cij(t)uz () uy () TEXDBND.
PUEDOFAIYXLEY, REBS.
deth(:c,y, )= dechO(t) 2 degz'yX(m’ Y, t)d
T T T deg,, X (z,y,t) X X(z,y,t) Dz &y BT IREED ¥ o2
(b) BEBERT v 7 TRIFNDE= v 7 REAEER f(t) € Fp[t] OREDOTRE L TLe N ZRE.
¥ =T 4 LOBENPD (B 4] © 5.3 8R), deg, X (¢,y,t) <L EWMAET L5 CBETS.
(c) d > max (degu(t), deguy (), degus(t), deguy (t)) Wi d d e N Z 85
LHLITdBEREL LBILT, EREOER Z7TRERBY NEBEZ LB TED (eg KR4V
b). @Y XORMS VX [47 EEBRINTW.

Liigcald
mEREXETE. mEROLIRAERT Ry 7 IZHETS.

m = molims] - Ime-1
L, HEmiX0<m; <p—1&WETIITES.
1 m ERD &S ICFXSHTEDRAL.
m(t) = me1 ¥+ -+ mit +mo
2. ¥ 2 VF 4Lk, REMETTLFLRERAN s(z,y,t) 2BE (BEMIZ [4 P53 8H) :
a > deg X (z,y,t) > > degyX(z,y,t)
EWTIR ooyf 8%, ELITREWLT.
(deggs(z,y,t) + deg,s(z,y,t))d + deg,s(z,y, ty<¢t

(ZDRIEIZE D, deg(s(uq(t), uy(t), t) — 8(va(t), vy (1), 1)) < L VMDD, WERATF v 7IZBNT, B
T f(t) BRET B LR TED)
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3. REWMIT TV FLRBERXr(z,y,t) 28BS (EXa VT4 LLBERERETHY, FMIL[4 053 %
SHINTZW)

deg,r(z,y,t) < £
4. degf(t) 2 L72B5E=v 7 REMBEX f(t) T v F LITRE.
5. EXTHBRER F(z,y,t) ¥R CHETS.
F(z,y,t) =m(t) + ft)s(z, v, t) + X (2,9, t)r(2, 9, )
(48]
D1, Dy i3 X EREET B0, X(ua(t), uy(t),t) = X(vz(2), vy (t),t) = 0 273 Z L icEEShR.
1. 2¥a»y D, BXW Dy ¥ F(z,y,t) KRATS :

hl(t) = F(uz(t), uy(t)> t) = m(t) + f(t)s(uﬂ: (t)’ 'u'y(t)’ t)
ha(t) = F(vg(t), vy(t), 1) = m(t) + f(t)s(va(t), vy (2),2)

2. hi(t) — ho(t) EHET S :
hi(t) — ha(t) = £(t) (s(uz(t), uy(2), ) — s(va(t), vy(2), 1))

3. hi(t) — ho(t) ZEHIML, TROFFORTREBBEADE= v 7 ZEHNSRK f(t) RHTS.
(ZOFET f(t) BMRH SN BBHIKREBBINELY)

4. hi(t) D f(t) BT RAERBEHEL, m(t) 285, (degm(t) < degf(t).)
5. m(t) 226 m ERDB.

1 (RERR)

L%, XROFTIE, KF, 285b02$5.

[RHTEMR] Ao (8)| Ny () BT L DTV X AMCERENTEBEARE A(t) = 12 + 1, A (t) = t(t? + 1),
Uz (t) 1= 1241, uy(t) ;= 3 +t2+t+1 T 5. ELTup(t) = ua(t) = Ax(t) = 1418, vy (t) :=uy(t) — Ay (t) =
14+t 23HMT3. 0L, HERIKOLIRERD 2O0OHBTERIND.

Dy : (ug(t),uy(®),8) = (B2 +t, 83+ 2 +t+1,8), Dy: (va(t),vy(t),8) = A +1¢,1+12,1).

[ABA] 2SR (RER) £ ETREE X(z,y,0) = 3o, e ()7 (LBIN8) RERT BB, 7
v H B 658G, 5) # (0,0), (1,0)) BERL, cio(t) BLV coolt) € Fat) R THAT .

cio(t) = — E(z §)#(0,0),(1,0) & 4(®) ('U'a: (t)iuy(t)j - 'Um(t)i'"y(t)j) / (uz(t) — '”x(t))
Co0(t) 1= — 25, 5)s(0,0) Girs (Pt (£) iy (2)7.

FIxXIE, KRDOX 5% Xs(z,y,t) BE® Xp(z,y,t) BERSND.

LAk, EELTRRLTT2DIC, BEL, sy TLLKBILRHDB)

Xa(z,y,t) =05 + 25+ (8 + 4+ 3+t + D)z?y + (#13 + 12 + 1! +t0 T+ 5+t 4+ (1B +7 + 4+
t+ Dy + M+ T+ 8+ tS 3 4, :
Xp(z,y,t) =2 H 18 4112 4 414 121 1122 1425 424 426 1427 4428 4 t29+y+t2y+y2+t3y +P+t25+
1343 4ty + 1298 4 thy¢ + 158 4+ o5 + 105 + o(t+ 13 + 15 4210 4 £11 4 416 417 4419 4 421 4 284 120 4430 4



118

t3y+t4y+y2 +ty2 +t3y2 +y3 +ty3 +t3y3 +t5y3 +y4+ty4+t2y4 +t3y4+t4y4+y5 +t2y5)+a:4(1+t2+
t4+t5 +t3y+t4y+t5y+y2 +ty2 +t2y2+t3y2 +t4y2+ty3+t2y3+t4y3 +y4+t2y4 +t3y4+t5y4+y5+
thyS) + 2P+ P+ 0y oty + Py + Oy + 2% 4P+ P 2 138 5 R Rt B +
t5y5)+22(t+t5 +t2y+t4y+y2+ty2 +ty3 +t2'y3 +t3y3+t4y3 +t5y3 +y4+ty4+t3y4+t4y4+y5+ty5+
t5y5)+a:5(1+t3+ty+t2y+t3y+t4y+t4y2 +t5y2 +ty3+t2y3+t4y3+y4+t2y4+t4y4+ty5 +t2y5 +t5y5)
Xi(z,y,t) (i=A,B) B 2O0MMEELZ LT, X;(us(t), uy(t),t) = Xi(va(t), vy(t),t) =0 % F = 73
DL THNDDIENTES.

EE 1

TIT, HBNEFEZAVDIZLLETE. X4(z,y,t) 2AMBL LTEATIHE, TRLT(X,) =28
HEE 1(3 MBR) 23720, NUBROKBETHERTLIZLNTES. —F, Xp(z,y,t) KON
@ LTHEASNESA, FHEBLT(Xp) =t(1+t+14)255 L2V, B 1 WSR2\, RIL-KE
KOBRENERTERY. £ZT, 2TORE, T2bb, FROFITIE Xa(z,y,t) & Xp(z,y,t) PHE
FITHATRE2#H LV RKREERR LT, %5 A XBR).

BRARRELER LT TID, B LLESORAL2BETS.

fl 2 (BBELHES)

Ligzalq

m(t) (EXBER), f(t),s(z,y,t), LT r(z,y,t) BROL D CBRETS.

m(t) = 1+t+t2+t3+t4+t6+t8+t9+t14+t17+t19+t20+t23+t26+t28+t29+t3°+t32+t34+t35+t36+t37+t39,

f(t) = 1+t+t2+t4+t7+t9+t10+t11 +t14+t17+t22+t23+t25+t26+t27+t28+t32+t34+t36+t38+t40,

s(z,y,t) =t + 3+ 23 + 92 + 2595, r(z,y,t) ;= 1+ 3 +t4 + 2y + o2

Filz,y,t] T, BB Fa(z,y,t) i Xa(z,5,t) AN TROL S CHESN B,

Fa(z,y,t) :==m(t)+ f(t)s(z,y,t) + Xa(z,y, t)r(z, y,t) = 1+ £+ 16 4+ 112 4414 4 $15 4 £17 4 410 1 424 1 425 4

126 4 427 4 428 4 429 4 431 +t32+t33+t34+t35+t36+t37+t39+t43+y+ty+t3y+t4y+t5y+t1°y+t12y+

Y2+ 1202 + 132 + 1592 41692 44102 4 4112 4 41752 L 4222 4 428,2 | 425,24 4262 | 427, 2 | 428,24 432,2 |

t34y2 £ 13692 113892 1 1902 L 1B Lt + 14 TP + B P P+ B F S T+ DS+ B+t ) +

T34t 4+ 12+t 417+ 89 210 4 ¢11 4 ¢34 4 #17 422 1 423 1 425 - 426 | 427 1 428 1 182 4 ¢34 1 436 1 438 1 440 4

Y2 +ty? + 132 +t4y? +1592) + 22 (y + ty + Py + ty + Ty + By + Oy + 1y + 2y + 118y + P+ 1P + 35 +

t43 +1693) + (3 +15 + 16 +£8 + 10 +£12 4+ 117 -ty + 13y + thy + 15y + 0y + Ty + 1Py + My + 2 + 2 +1392 +

t4y2 +t5y2+t8y2 +t1°y2+t11y2+t12y2+t13y2 +y6)+36(y+y6 +ty6 +t2y6 +t4y6 +t7y6 +t9y6+t10y6+

t11y6 +t14y6 +t17y6 +t22y6 +t23y6 +t25y6 +t26y6 +t27y6+t28y6 +t32y6 +t34y6 +t36y6+t38y6 +t4°y6).

(&%)

Fa(ug(t),uy(t),t) — Fa(vg (), vy (t), 1) = (((1+2)5 (1 +12+13) (1 +2 +88 + 88 4%+ £10 4411 4124418 4 417 4

t18+t19+t21)(1+t+t2+t4+t7+t9+tlo+tn+tl4+t17+t22+t23+t25+t26+t27+t28+t32+t84+t36+t38+t40).
IIT, BROREELOERFL LT f(t) MHEND. BEIC, F(z,y,t) D f(t) BT IERBLH

L RIS }:—t; EAVWTHLDLT), EXBHARLR/D.

Fa(z,y,t) ;2‘-; Tt+12+ 83 4% 406 18 4+ 25 4 ¢14 - £17 4 419 4 420 423
t
+t26 +t28+t29 +t30 +t32 +t34+t35 +t36 +t37+t39 (= 'm(t))
# 3 (MR sUm)

Xp(z,y,t) B AWML UTHERA LIcBE, RARC, MST2MEX Fp(z,y,t) RKRO LS KHEEND.
Fg(z,y,t) == m(t)+ f(t)s(z,y,8)+ XB(Z,y, )r (T, y, t) = 2 +15+ 32 4419 4121 4422 1423 4424 4 26 4 427 4
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t28+t29+y+t2y+y2+t3y2+y3+t2y3+t3y3+ty4+t2y4+t4y4+t5y4+y5+t4y5+z(t+t3+t5+t1°+t“+
B0 1T 4419 12 428 1426 1428 4 43y 4y g2 H iy P+ 22+ B RS H BByt 2 3yt 4
Y+ +12°) + ot (182 o4 15 83y oy + 0y g2+ 12 + 1202 + 392+t 2 g 128 4B gt 4
2yt H 3y 4 0y S 00 ) £ B (L3 85 Yty H Ry Y H 1Ry AP R 2B+ 3B 5B 82y 4
Pyt +y5 +1%°) +a? (t 15+ 82y Y+ P+ i+ 1B+ 2P+ P+t 5yttt Bty P
ty5+t5y5)+z5(1+t3+ty+t2y+t3y+t4y+t4y2+t5y2+ty3+t2y3+t4y3+y4+t2y4+t4y4+ty5+t2y5+t5y5).
ELT, B2 LARICHEBSENS.

ERBEFELAOREASNIL, ROBEEZBHEINL.

3 PR EFIE L 1= Sl it 2 X [5]

4 MTLTORBITHATERT LVWKREZRRTIHIZ, 7, RORELZMTHEOXICHEHA
FIRERNIL- A DKBRELMEIZY —_13 5. 5] Tix [815), &Y, EER VW HRELHANTWY
2LT5%, (ALEERTHDIN) 4 EBLV 8] ~DREOFAE L, FEFICLv EhTh [ERILT S (E
B2 ETHMNERED) ), [ERR, TEH LWHRBRIIRENL, EEFORTIFASL UL
BELTEALTHA.

EE 1
AR LE 2 5REBE X OEBEFBRD, MERMEF R 12T 2 EH LT(X) 3 cx®y® where ¢ €
F, ((a, ) # (0,0)) 2 3% LT\ 5.

FLTYLL 1 (FIL-MK DR & KRE)

AN RE 1 2WI AL T AR B O LB X (z,y,t) € Fylz,v,1]
BEEX F(z,y,t) € Fplz,y, 1.
HMA . BESFX F(z,y,t) THETIEILm
1. F(z,y,t) ® X(z,y,t) iCBT SERF Ri(z,v,t) € Fpolz,y,t] #RDZ.

2. Ry OIET ziy ((1,5) # (0,0)) PFE LI bOTHRENBF, 0ERTR2VWLDEF VFLAIZRY, £
DR¥EC LT 5.

3. COmMELRS F,[f] OERERD, TORCEENDRK L EOFMETFOMEL C 215, By
DGCOEFE gIETAIERT n N F, [t DEXL 2D HbOLRE.

4. BEA () = np_1t* 1+ -+t +np € Fplt] B E m=ng|lna]| - |Ink—1 EHAILTET.

3K 2

ZIC, Step 3ITBIFB g(t) 1K f(t) TR DLT, n(t) b m(t) K—ELTW5. NIL-BXKORETII, Step

2, 3Tik Step2 PEMHEWT 2 OORR D Ry ORERY, ThLOREE C,C, & LT, BROME
¥ GCD(Cy,C,) HEEFALTRHLTWS. '

IOFATYXAOEYSEE, B2 2AVCERS ZEAL TV S, BMIX (5] 28Rahrwy.

@ 2 (Propositionl in pp.79-80 in [7])
Let G = {gy, - ,9:} be a Grébner basis for an ideal I C k[zy, - ,z,] and let f € klz1,--- ,Zn] (which
denotes the polynomial ring over the field k where z1,--- ,Zn are variables). Then there is a unique

r € k[, - ,zn] with the following two properties:
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(i) There is g € I such that f =g +r.
(ii) No term of r is reduced by any of LT(g1),--- ,LT(gs).

In particular, r is the normal form of the reduction of f by G no matter how the elements of G are listed
when using the reduction algorithm.

528 8 (Theoreml in [5] )

RETNLTY XLOFTERENDELER g(t),n(t) 1%, BKU-HH KT S TORS{L/HED
BCAV BN ASER f(t), FXrbBONBSERmE) KELEL—KLTVS. T2bb, HHE
EZTIELWLDTHS.

B4 (REZR=-TLOMREEA LM 2 1207 SHRE) ‘
Fa(z,y,t) ® Xa(z,y,t) CBT2ERFE Ra(z,y,t) £T5. TDEE, Ry(z,y,t) O cy;(t)s’y’ OF
THER ¢y PEESMULERBROY 2 MIRTHS.
{(A4+t+82) A+t + 2+ 10 4 5) 1+t 4+ 23 +4 + 15 + 8 10+ 20 4 222 4 416 1) (Lt -t + 0 8T + 28 4210+
t16+t17+t18 +t19),1+t+t2+t4+t7+t9+t10+t11+t14+t17+t22+t23 +t25 +t26+t27+t28+t32+t34+
£36 1438 £ 440 414 £)(1+E3+E8) (1 + 1+ 24+ 85 +28) (Lt 4+ 2+ 24 4+ ¢7+10+ 430441 424 81T 422 1428 4
$35 4 426 4 427 | 428 | 432 4 434 4 436 1 438 4 440) (1 L4 122 (14412 483+ ) (Lt + B+ +T +0 +210+
11 4414 417 422 4 423 425 4 426 4 427 | 428 | 432 | 434 | 436 1 438 1 440) 1 L g g2 gt g7 04410421 4
14 4 $17 | 422 4 428 | 425 4 426 | 42T 4 428 L 432 4 434 4 436 4 438 4 440 43(7 442 4 3)(1 43 et 5 +1T)(1+E+
t2+t4+t7+t9 +t10+t11 +t14+t17+t22 +t23+t25 +t26 +t27+t28 +t32+t34+t36+t38+t40),1+t+t2+
£ 17 410 410 10 14 p 417 4§22 423 425 1 426 4 427 4 428 4 432 4 484 1 486 4 438 4 440 (14t 4ttt
ts)(l+t+t2+t4+t7+t9+t1°+tu+i14+t17+t22+t23+t25+t26+t27+t28+t32+t34+t36 + 138 4 $40)}
coo (RTIDNER) 2B<, RTOHAFERENLBERF 1 +e+2+t* +17 + 17 +410 4+ + M4 4617 +
$22 4 428 | 425 | 426 4 427 4 428 | 482 4 434 4 436 4 438 4 440 .= g(1) EFFoTWVB I MDD, TRRDD,
ft) RBRHTETWS.
Bz, Ra D g(t) CBTAIERMEHML, KER/D.
Tt 1213 1A 16 418 419 414 417 4419 1420 1 423 426 1 428 1 420 1 430 1 432 4 434 4 435 4 436 4 437 4 439,
THEE &I, EXBERK m(t) (R,

B 5 (AL-BAOREEABATELVH - REEHASZVAMMESERA LM 3 ITHT SRIE)
Fg(z,y,t) ® Xp(z,y,t) CETIERBEHETS. WE, LT(Xp) =t(1 +t+t)z5yS THEND, K
HAERFEBLOLT5E, PLIYXALLEEITS Fpr,y t] CORBTIIMOIEEZRN. £ZT,
AERNEF,(t) LOSEXREF, (t)(z,y] CRBLTERBEHAL TS &, RE/LRD. IIT, &
BRFtQ+t+t9) X LT(Xp) =t(1+t+tH)zdP KEDETCTVH T LIZERS AL,

Rp(z,y,t) = (1+t3+t7+ +t44y16+t46y16+t48y16+z2(t4y +t8y6+t12y3+ +t42y16+t45y16+
$49 16)+:z:(ty +t4y6 +t5'y6+ +t45y16 +t47y16 4149 16)+z4(t6 t4y6 +t6.y6+ +t46y16+t47y16+
£50U'%) 4 g3(1 4t 12+ - - - + 148y16 4 149916 1 ¢50916)) /(1 + 83 4ty + 12y + Py + thy + 4y + 52 +tyS +
123 + 4%+t + 120 18t H 1B 4+ 125+ 1595)2 UL, S FITHE LT coo(t) ZBRS TR ¢;5(2) D
GCD B LTH, 1 &40, ft) XRHTER. TOEAIE, WHORFT, EHLT(Xs) DEHRK
1+t + %) OEBTEROEDEER ENRY, Lo TRACHMNNLI Y, RHICLERZERADH LR
LTWAhbTHSD.
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4 ETOBHESIEATRLGREFEORE

F(z,y,t) ® X(z,y,t) BT 2ERFEE Ri(z,y,t), s(z,y,t) D X(z,y,t) \ICBET B ERFE Ry(z,y,t)
3. ZnkE, F = G1X + Ry, s = GoX + Ry, (Gl,GQ,Rl,RQ I—8R) EiTB. BEX
F=m(t)+ ft)s(z,y,t) + X(z,y, t)r(z,y,t) IHKATH L

F(z,y,t) = m(t) + f () Bz(z, v, t) + X (2,9, 8) (f(£)Ga(2, 9, 1) + (2, , 1)

E72Y, RiZ R (z,y,t) = m(t)+ f(t)Ro(z, y, t) BV LD, X OEREHBEEDO L &I, FOXIZ
B4 3ESRFE LT Ri(z,y,t) = m(t) + f()Ra(z,y, t) BELN, f(t) ZRELTHS, &5 Ri(z,p,t)
D f(t) BT AIERFEEZHET I L Tm() 2 RODBIEITARILE. LirL, MBICRLGNDXSIT,
FHLT(X) = cap(t)z?y? BT B cap(t) BEETRVIEE ¢ 220LEA), F(z,y.t) £ X(z,y,t) 128
LTESETEE, LT LHEENIEF = m(t) + f(t)Re(z,y,t) TRANRLEES LIRSV, MK
DEFT, T/REENTHLENTRHKRD t ORFEHB ENY, X 0OXHOBEFEF LY LB RZoTLEW,
ZELLARVBHBFIEBIENBZ LRSS, FORR, m(t)+ f(t)Ra(z,y,t) PR 2MHKI TH
, f(t) ORHBIZKETS.

AETI, TRTOLMBOFBICEATRELIEELRRTS. ERTAT 4TI, f(t) ORHEEL
KTHRETHIERMLC(X) € Folt] 22< T2k, $2bb, NMBX(z,9,t) 2z & yKALTE
=y 7RERLTNE, HERYAEF,(t) LOSEXRF,()[r,y] THOLZREL, ERABZHETIZ
LTh3B.

FILIYXL 2 (RRFE : MERANETORE)
AB o BB E A M@ S O AME X (2, v,t) € Fylz,v,1],

W83 F(z,y,t) € Folz,v,1).
HA : WEX F(z,y,t) CHET3EI m.

0. ABAE X %, X:=X/LC(X) € F,(t)jz,y] CE=v 7 KEHRTS.
1. F O X BT 3ER® Ri(z,y,t) € Fo(t)[z,y] #RD 3.

2. Ry DED 5B, c;(t)ciy’ ((G,5) # (0,0)) DHE LI bD T ey(t) 2 F, OBRTRVHDETF S
KMTBRE, ¢(t) ZBAL, E0LTFECEF,[) &35,

3. C & F,[t] CRMSML, t OWREN L LU LOFMEFOEEE G L35, R O GOERgIZBT
ZEFHn 5, F [t CERERDLDEEE.

4. BEH (L) = np_1tF1 + - + nyt +ng € Fplt] LBE m =ngllnal] - ||ne-1 ZHALTET.

m(t) & F,(t)[z,y) PERTIZ2L, Fylz,p,t] T-BOIRD DD, EMPAT v 7 TELIHER
&, MEXF Ot B33 ERESE, BATELHOTLE) L2 ABEEDILERDHD.

EE 4

BRFALTY XLTPITY XL 2 DR TERSNBEER g(t), n(t) 1%, KIL-SBMUKEELMEE S TO
BB /EEORICAVLNASER f(t), FXLLB/OLNBZBEA m(t) KENEN—HKLTS. 3
bbb, HASKEFEIELWLDTHS.
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& e

EFRBELC(Xp) = t(1+1+14) THED2D, T=v 7T 2R DOEM Xp(z,y,1) = X5(2,v,t)/LC(X5)
EWT. SIT, TAFTY XA Fo()z,y] ¢ BT 2FBRELD 2,y ICT 3 SARE. - 0OfITIX
p=2) TRITENBZ LicgBEEnL.

Fo(zyt) f—;t) Ri(z,y,t)(€ F2(t)[z,y))
B z’ y
IIT, SRRCIZ 1+t +14) BhobhTna.

KDY 2 M, Ry(z,y,t) DIEROE cijziyd 12813 5 ¢y PRBDEERE N ENESH LT F, FoEHK
FRLTHFORBMYH LA THD. BIIOERIL cpo PHFTHS.

HL+t+E2) (1 E+t) A+ 2+ 13+t H15) (183 + 14 +10 41T+ 18 4104410 4 420 4 4124 4184 114 4 118Y(] 4424
£3 4¢84 tB 10 1¢I5 4 41T 420 4422 4234 4244 4354 42T 1420 1 480 1 481 1 436 4 437 1 438 4 430 | 440 | gal
934247 1 499) (14+2)5 (L4t +12) (1 4+t +t8) A+ 3+ 14+ 15+ 0+ £7 18 + 410 4 £12) (1 +£2 3 + 24 4+ £5 45 +
t8+t9+t11+t13+t14)(1+t+t2+t4+t7+t9+t10+t11 +tl4+t17+t22+t23+t25+t26+t27+t28+t32+t34+
t36+t38+t4°), t2(1+t+t4)(1+t3+t4)2(1+t+t2+t4+t7+t9+tm+tn+t14+t17+t22+t23+t25+t26+t27+
£28 4433 4¢84 1436 1 138 4 140 3(14-8)3 (1t +12) (Lt +t4) (1 +E+ 82 +20 417 20 +210 410 414 4 417 4224
1234125 426 1 427 L 428 4 432 1 434 L 436 1438 L 4d0) L.l y (L t+2 418 +87 418 +19) (1 +t+12+
t4+t7+t9+t10+t11 +t14+t17+t22+t23 +t25+t26+t27+t25+t32+t34+t36+t38+t40),(1+t)(1+t+t5+
O+ %) (Lt 482+ 807 410 410 410 4418 4417 14224423 1 25 1426 1 427 4 426 4 452 4 434 1 436 | 438 | 440}

BOIDER coo X ETOERD, BT AR F 14t +12 424 +¢7 449 4410 4 £11 p 414 4 417 | 422
823 48235 4 $26 1 427 1 428 1 152 1 134 4 436 4 438 L 140) = g(1) BB O L ABbMB. (Thbb f() RH
THEIENTER) RKBEOHA TR, RYOBERUANSERD 2 5 OEXERATGCD *HAT 372
FTRV. R®IZ, R(r,y,t) D g(t)(=f) CETIERBEZHEL TEXIm@) 285,

5 F&oH

BIL- AR T AR ST 2 NIL-EAOKR TR L 13, AREBRHIREEHETLE, AW
BEEEID D, Folz,y, ) CRTIMHERA L TEXRBEILBTEZ LN bOTHS. —F, #
RERETH, Fylz,y,¢) 132 Fo(t)[z,y) TITRXB L5 ICHET 3 2 & T, £ROAMEIIH L THE
AL R2>TW5., RRBRFEICHET B I X Grobner BEZ AV KREORR L FOEHIZHWN
Ti, (8] #B8Bahv,

 F X W

(1] A. Akiyama, Y. Goto : A Construction of an Algebraic Surface Public-key Cryptosystem. CD-ROM
2E4-3, pp.925-930 Symposium on Cryptography and Information Security (SCIS2005) January 2005.

[2] Algebraic surface public key cryptosystem, opened to the general public at website, February 2005 :
About Toshiba > Technologies > Corporate Research & Development Center > Research and Devel-
opment > Research News '
http://wwuw.toshiba.co.jp/rdc/rd/topics_e_05.htm#050206
http://wwuw.toshiba.co. jp/rdc/rd/detail_j/0502_06.htm



123

[3] A. Akiyama, Y. Goto : A Security Analysis for a Public-key Cryptosystem using Algebraic Surfaces.
CD-ROM 2A3-1, Symposium on Cryptography and Information Security (SCIS2006) January 2006.

[4] K. Akiyama, Y. Goto : A Public-key Cryptosystem using Algebraic Surfaces. Workshop Record of the
International Workshop on Post-Quantum Cryptography (PQCrypto2006), pp.119-138, May 2006.

[5] S. Uchiyama, H. Tokunaga : {R$X8E % A\ /= ABERFE OB LHIC SV T. CD-ROM 2C1-2, Sym-
posium on Cryptography and Information Security (SCIS2007), January 2007. (written in Japanese)

[6] Cryptography Research and Evaluation Committees(CRYPTREC) : CRYPTREC Report 2006; Re-
port of the Cryptographic Technique Monitoring Subcommittee, March 2007.
http://www.ipa.go. jp/security/enc/CRYPTREC/fy18/documents/c06_wat_final.pdf

(7] D. Cox, J. Little and D. O’Shea: Ideals, Varieties, and Algoriths: An Introduction to Computational
Algebraic Geometry and Commutative Algebra, Second Edition, Springer-Verlag.

(8] M. Iwami : A Reduction Attack on Algebraic Surface Public-Key Cryptosystems : ZEREH.



