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Abstract. There are many concepts of concealment in the context of
cryptographic protocols. This study proposes the concept of Bayesian
concealment as the counter part of the concept of computational con-
cealment, and states the merit of the concept of Bayesian concealment
in proving the concealment.

1 Introduction

There are many concepts of concealment proposed and discussed in the context of
cryptographic protocols [1]. The words of concealment is explained in the literature
2] as follows.

A cryptographic protocol refers to a protocol to use in order to conceal some
data from some party.

As an example of a cryptographic protocol, Diffie-Hellman key exchange pro-
tocol is a protocol to conceal a secret key from an eavesdropper.

In this protocol, two participants A and B firstly shares a finite group G and
an element e € G. Then, A generates an integer a and sends e* to B. Also B
generates an integer b and sends e’ to A. At last, A and B shares a secret key
e, Tt takes too much time for an eavesdropper to obtain the secret key e® even
if it knows the sent messages such as G, e, e® and e’, according to a conjecture of
contemporary mathematics. The secret key is concealed from the eavesdropper in
this sense.

That is the explanation in the literature [2].

Most literatures discuss computational concealment, in which the concealment
is defined as it is impossible or too hard to calculate the secret from observable
variables. On the other hand, we can define the concealment as the posterior
distribution of the secret is equal to the prior distribution of the secret when the
observable variables are observed. We call this concealment Bayesian conceal-
ment. We put the formal definitions of computational concealment and Bayesian
concealment in Subsection 2.3.

2 Concepts of Concealment

In this section we list three pairs of concepts of concealment.



2.1 Probabilistic Concealment and Probabilistic Conceal-
ment

Possibilistic concealment Although it is known that the concealed data X is
either x; or zp, both X = xy and X = x; are possible and the adversary cannot
tell which of them is the case.

Probabilistic concealment When the concealed data X is either x; or z( in
probability 1/2, even if the adversary observes any observable variables, both
Pr[X = 2] and Pr[X = x| are still equal or very near to 1/2 for the adver-
sary.

The concept of ‘very near’ in the definition of probabilistic concealment should
be defined formally. In most case this concept of ‘very near’ is defined as in the
concept of asymptotic concealment, which appears below.

The words ‘possibilistic’ and ‘probabilistic’ appear in the literature [1]. The
concept of possibilistic concealment is called concealment under a non-probabilistic
argument in the literature [2], which states that concealment under a probabilistic
argument is stronger than under a non-probabilistic argument.

All of the following four concepts of concealment are the refinements of the
concept of probabilistic concealment.

2.2 Asymptotic Concealment and Information-theoretic
Concealment

Asymptotic Concealment Suppose that the concealed data X is either z; or
xo in probability 1/2. For an arbitrary polynomial p, there is a large number N
such that, for any security parameter n > N which is as large as the length of
encryption key, in computation time of polynomial of n, for the computation result
X', |Pr[X = X'] — 1/2| is smaller than 1/p(n).

Information-theoretic concealment When the concealed data X is either z;
or o in probability 1/2, even if the adversary observes any observable variables,
both Pr[X = x;] and Pr[X = (] are still exactly equal to 1/2 for the adversary.

The concept of asymptotic concealment is popular in the context of public-key
cryptography, as in the literature [3]

Information-theoretic concealment can be realised in the settings of some se-
cret sharing schemes. One of them is Shamir’s secret sharing scheme [2], al-
though Shamir did not show information-theoretic concealment of his secret shar-
ing scheme [5].

Not all secret sharing schemes realise information-theoretic concealment. The
literature [4] discusses asymptotic concealment by a secret sharing scheme.



2.3 Computational Concealment and Bayesian Conceal-
ment

Computational concealment When the concealed data X is either x; or xg
in probability 1/2, even if the adversary makes any computation using observ-
able variables in the given computation power, the probability that the adversary
guesses the collect value of X is equal to or very near to 1/2.

Bayesian concealment Even if the adversary observes any observable variables,
the posterior distribution of the concealed variable is equal to its prior distribution.

We say that the data is concealed Bayesianly when the Bayesian concealment is
realised.

If the probabilistic distribution of the observable variables are independent to
that of the concealed data, then the concealed data is concealed Bayesianly.

3 Applicability

The previous section, two dichotomies are shown around the concept of proba-
bilistic concealment; one dichotomy is asymptotic concealment versus information-
theoretic concealment in Subsection 2.2, and the other is computational conceal-
ment versus Bayesian concealment in Subsection 2.3. The former one in Subsection
2.2 captures what phenomenon happens, and the latter one in Subsection 2.3 cap-
tures the method how to observe the phenomenon. We apply the method indicated
by the dichotomy in Subsection 2.3 to observing the phenomenon indicated by the
dichotomy in Subsection 2.2.

Not both methods are applicable to both phenomena. The concept of asymp-
totic concealment is essentially computational, and Bayesian concealment is not
applicable to asymptotic concealment. Bayesian concealment is applicable to only
information theoretic concealment. On the other hand, computational conceal-
ment is applicable to both asymptotic concealment and information theoretic con-
cealment.

Asymptotic | Information-theoretic
concealment concealment
Computational concealment | applicable applicable
Bayesian concealment NOT applicable




4 Merit of the Concept of Bayesian Concealment

In comparing to the concept of computational concealment, the merit of the con-
cept of Bayesian concealment is to be easy to prove the concealment. In the
literature [2] the computational concealment of Shamir’s secret sharing scheme is
proved in the formal logical system by using its Bayesian concealment. The formal
proof of it is a little hard to analyse. However, in order to prove its information-
theoretic concealment, it is sufficient to prove its Bayesian concealment, and it is
not necessary to prove its computational concealment. It is mush clearer to prove
its Bayesian concealment than to prove its computational concealment.
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